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Introduction

Many telecommunication services, including Web
browsing, currently are provided to users over cellular
networks. It is natural to mobile networks that throughput
and quality varies depending on user location and time.
Therefore, the time to locate and download a Web page
with a browser application is also variable together with
quality of service perceived by user. Users seek for trusted
connections to be sure they can rely upon connectivity
service of high importance Web operations such as online
banking and shopping.

However, customer premise equipment is not capable
of keeping track of objective data which allows evaluating
perceived quality of service [1]. It is justifiable, since the
precise estimation of online service quality is a problem
difficult to solve — a service has many interdependent
quality attributes influenced by several contextual factors.

This work presents analysis of Web browsing service
— one of the major internet services today. Web browsing
traffic makes 50 — 70 % of all HTTP traffic in today’s
internet networks [2]. Web browsing quality is related to
user access technology characteristics.

This paper analyzes the possibility to develop a
method of user perceived quality of service estimation and
to create impartial monitoring system for user perceived
quality tracking. We also propose passive method for user
perceived quality estimation, which allows evaluating if
actual quality of service achieved by network meets the
quality declared by operator, and allows discovering if it is
degraded.

Perceived Quality of Web Browsing

General issues on Web browsing quality have been
discussed in many works [1-4]. The Web browsing model
is bidirectional and differentiates between user requests
and responses. Single Web session can be divided into
several phases. Browsing process starts when user requests
a Web page, whereas server responds with a data packet
burst. User needs reading time between Web page
loadings. Therefore, single browsing session can contain
many alternating download and idle periods. Research and
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simple Web browsing experience indicates that content
value and page opening time are two things of major
importance to the user.

Web page download delay depends on user’s estimate
of the size and page processing time. Graphical elements
make pages to open slowly, which might be acceptable on
an index pages viewed for the first time, but not on
navigational pages. If a user is interested in the content, he
will likely spend more time there compared to other pages
in the session. The time spent on a page is a good measure
of the user’s interest in that page, providing an implicit
rating for it [3]. An important observation in perceived
Web browsing quality modeling is the fact, that the
expected maximal session time will dominate the perceived
quality [4].

Perceived Web browsing quality evaluation often is
based on Opinion Model for Web-browsing Application,
proposed by ITU [4]. This model suggests relating user
perceived quality under MOS (Mean Opinion Score) scale
with service processing time — weighted session time Ty,
by applying regression line (1). Rules of T, calculation are
described in [4].

MOS = A—H -InT,,. 1

This ITU methodology of Web browsing quality
evaluation is applicable directly to Web page and
specialized quality evaluation tool development, when
special dedicated Web pages are used for browsing quality
evaluation. In reality, every Web page is represented by
different data volume and thus page download times are
different. Therefore, measured session time is not a
suitable  characteristic for user perceived quality
evaluation, because session time depends not only on link
conditions, but also on particular Web page characteristics.
This way, methodology described in [4] cannot be applied
directly to Web browsing quality evaluation, because
expected session time is unknown. However, this idea is a
clear guideline for developing other methods.

Most important factors, influencing session time, is
the size of HTML object, server processing and transfer
delays. Session time noticeably depends on transfer link



throughput. Session time is also stretched by bottlenecks —
low throughput links in the transmission path.

3G and 3.5G technologies have become very popular
recently. Real throughput of such access technologies
reaches several Mb/s. High throughput determines good
Web browsing quality, however in some places 3G
network is not available and user is switched to
GPRS/EDGE network. This way throughput offered by
cellular network degrades and becomes significant
bottleneck of the transmission link.

This paper proposes a method to evaluate if user
perceived Web browsing quality fits the network
characteristics, declared by operator. If perceived quality is
impaired, the degree of impairment is determined.

The throughput of access link can be expressed as:

B =By —AB, )

where Bge. is nominal declared throughput of access link,
AB - throughput degradation. Thus, the Web session time
can be expressed as:

3

Tsw :TO +Ss/(Bdec —-AB),

where T, is the sum of all waiting (processing) times, Ds —
data volume transferred in given session. By joining (3)
and (1) we get Web browsing process MOS evaluation:

MOS = A-H 'InU0+Ss/(Bdec_AB)]: 4)
which may be approximated by
MOS = MOS, -6 - AB . (5)

dec

In formula (5) MOS, represents MOS score, when
observed access link throughput is equal to declared one:

MOS, = H -In[T + S /Bgec ] - (6)

o is proportional coefficient, estimating throughput
degradation influence on quality of service, and x (7)
refers to impairment factor, caused by throughput
degradation. « is inversely proportional to 4B

5. B

()
dec

It is noticeable that MOS expression (5) is similar to
E-model (ITU rec. 107) expression for voice quality
estimation.

Several research works ties quality of service to
throughput. Paper [5] proposes to use the throughput as
QoS indicator perceived by a video conferencing
application in the presence of a bottleneck. Another
publication [6] presents expression for video clip, coded in
MPEG-2, evaluated by heuristic equation

DMOS = m/(a bitrate)", where DMOS (Difference

MOS) is the quality metric, with values between 0 and 1,
bitrate is expressed in Mb/s , for Low Movement n=1.125
and m=0.21, a=3.57.

Most common link throughput methods intend to
measure average throughput and work as active measures
by presenting special server, where user sends and receives
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known data blocks. Throughput then is calculated dividing
transferred data volume by transmission time.
Unfortunately, active measurements are not suitable for
real-time user perceived quality evaluation.

While searching for passive access link throughput
measurement methodology, it is worth noticing that this
task is similar to bottleneck bandwidth measuring
problem [7, 8]. The bottleneck bandwidth sets the upper
limit on how quickly the network can deliver the sender’s
data to the receiver. Thus, available bandwidth never
exceeds bottleneck bandwidth.

Passive Web Browsing Monitor

Web page retrieval, simply called Web browsing, is
based on mutual user-server communication. User
generates requests for particular pages by entering domain
names or clicking on links. Server responds with data,
containing complete Web page, including all prerequisites
it may have. What is seen as a single Web page in fact is
complex set of objects — script files, images, inline text,
style sheets, etc.

Today’s internet browsing is based on HTTP protocol
version 1.1, which uses single TCP session to
communicate between user device and Web server.
Therefore, the effectiveness of HTTP is fully dependant on
TCP/IP stack performance. Unlike HTTP version 1.0,
version 1.1 can reuse TCP connection to transfer Web
objects, therefore TCP handshake and slow start has to be
experienced only once, no matter how many objects are
held in particular Web page. This routine is presented in
Fig. 1.
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Fig. 1. Packet-level view of Web page retrieval

Additional time is taken by TCP connection
establishment (t;,iy) and release (t7,), however, this is done
only once at the page opening and lasts as long as you
browse on same server.

HTTP connection setup starts with TCP SYN packet,
initiated by user. It is the beginning of three-way TCP
hand-shake. After successful connection, user sends page



request, which is called HTTP GET and usually is small
enough to fit in one packet. Server acknowledges the
request with TCP ACK, this way concluding page request
procedure, which is measured as tger. Next, server starts
sending Web page with required objects to show on user’s
Web browser. Object downloads follow standard TCP
acknowledgement routine. Duration of the phase, where
data of single object is being downloaded, is measured as
tpatan- IN HTTP 1.1, next object download can be carried
out on the same TCP session, therefore HTTP GET
message can be sent right away for next Web page object.
Finally, TCP connection is released with two-way user
initiated handshake: TCP FIN, TCP ACK messages.

TCP data delivery mechanism is important to
consider, because it allows adapting and dynamically
utilizing all available channel bit rate. However, the
adaptation requires time, therefore, bit rate fluctuations can
be observed and available channel resources underutilized
at some periods of slow start and congestion avoidance.

We have collected a large array of object sizes by
grabbing random Web page objects from random internet
Web pages. It can be seen (Fig. 2) that over one third of
Web page objects have size under 5 KB, and second most
commonly distributed range is from 30 to 50 KB. Thus,
most common object sizes are relatively small.

Rate

Object size, KB

Fig. 2. Distribution of object sizes in random internet Web pages

The size of tger is influenced by physical channel
bandwidth and channel delay. The higher packet delay is
introduced in transmission channel, the higher tger value is
observed, meaning that user will have to wait more time
for object to be downloaded. This time delay will directly
influence satisfaction and the perceived quality as well.
Meanwhile, tpara represents the time, which is used to
actually download the object. This value is also dependent
on available channel bit rate, but again, the delay
introduced in channel will have high impact if object size
is as small as several TCP packets.

Experimental Testbed

We developed a Web browsing tracker tool to
evaluate how radio access network performance influences
Web browsing quality. It acts as passive agent on user
device (Fig. 3), logs HTTP GET response time tger and
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Web page object transfer times tpata. TO do so, agent
tracks every packet leaving and entering network interface
and looks for HTTP headers (Fig. 4). Depending on type of
transaction (request or response), separate timers are used
to measure tger and tpata. An effective bandwidth,
experienced at that particular time, is calculated
afterwards. Object retrieval speed can be calculated easily,
since Web page object sizes are known. However, few
objects can be downloaded at same time (if content is
distributed among different hosts), for this reason agent
additionally keeps track of total interface bandwidth,
allowing to measure total access link bandwidth.

User Web Server
Web browser
Transparent NS
tracking agent N*Z-Z \:"
Network = S
interface =
A

Fig. 3. Web page browsing quality estimation experimental setup

The tool is transparent to any user application
software; therefore, user may use any Web browser or
Web page retrieval method. Operation of the tool is based
on jnetpcap [9] libpcap [10] libraries, which allow reading
packet headers and retrieving the contents. The tool has
been written on Java programming language and tested
under Linux OS.

log 7, S,
object name

log #, 8,
v
calculate At, B,

Y

\,‘

calculate fGgT, IpaTa

Fig. 4. Simplified algorithm of perceived quality tracking agent

Experimental measurements with the prototype of the
tool were performed by downloading popular news portal
Irytas.It index page with inline objects — images, scripts,
etc. The dedicated server was used with precise original
Web page copies in order to eliminate server load
influence, make testing environment fully controllable and
to focus on access link evaluation.


http://math.nist.gov/~BMiller/mathml-css/�

Additional software based on wget[11] was
developed to automate Web page browsing process and
make long testing sessions possible (24-hour, week or
longer runs). This software simulates Web browsing by
requesting to download predefined Web pages as a regular
Web browser would do. The tool additionally continuously
logs time, received signal strength indicator (RSSI) and
coordinates for later data analysis. This allows data to be
analyzed based on different correlations: throughput over
time, place or RSSI.

Experimental Results

Several sets of experimental results have been
collected. All measurements were made on real GPRS
access link wusing usb-dongle modem in stationary
environment with satisfactory network conditions: RSSI
between -75 and -85 dBm. The modem was forced to work
in GPRS-only mode. From logged tget and tpara Values we
can see the instantaneous object retrieval duration values
over period of time. However, those values are not
informative, since object sizes are different. To make the
measurements object size independent, we calculate
achieved throughput

Sn

teer, +lpata,

n ®)
where B, is the achieved throughput of n-th object, S, —
n-th object size, tgem, + toatan — N-th object retrieval time,
measuring from the moment of request departure to
moment of last object data packet arrival.
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Fig. 5. Instantaneous object download throughput during 24-hour

measurement period

Instantaneous object download throughput values
show great fluctuations over time. In Fig. 5 we can observe
great range of achieved object throughputs, scattered from
less than 10 kbps to almost 70 kbps. Even average of
single Web page objects (average is shown in Fig. 5 as
continuous line) show short-term and long-term
fluctuations. Long-term fluctuations represent alternating
network load: throughput decreases due to higher access
network utilization at peak times — roughly from 10 a.m. to
22 p.m.; at this time maximum achievable throughput also
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decreases. Short-term fluctuations usually are caused by
changing radio environment. Even though the presented
results have been taken in stationary conditions, quality of
the radio link varies due to fading effects, interference or
weather conditions, as well as non-stationary nature of
channel resource provision.

The wide range of achievable object download
throughputs is also related to HTTP transmission specifics.
Analysis of separate object achieved throughputs shows
that intensity of fluctuations is more evident on small
objects. Fig. 6 presents instantaneous download speeds of
1.6 kB, 6.3 kB and 96.6 kB objects. It can be seen that
smaller objects achieve significantly lower throughput,
however they are much more stable even at period of
higher link utilization rate.
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Fig. 7. Download throughput dependency on object size

If we look at minimum, average and maximum achievable
throughputs for objects of different sizes in Fig. 7, we can
see clear tendency of higher throughputs for bigger objects.
The statistics has been collected from measured Web site
Irytas.lt title page, which contained over 60 different size
objects. The reason again lies in HTTP transfer principle.
Every object is requested by GET command. Even though
GET carries relatively small amount of data, it has to reach
the server before object data download starts. Considering



GET as fixed time overhead to any object download time
period, the short objects suffer from relatively smaller
achieved throughput.

Analysis of Available Bit Rate

Maximum achievable throughput or average
throughput of the object cannot be used as browsing
quality evaluation, because different size objects behave
differently even in channel with the same available
bandwidth. Therefore, we propose to use lower-level
statistics for available bit rate evaluation to mitigate result
dependency on Web page design characteristics.

Our developed monitoring agent is capable of logging
every packet size S, (to exclude overhead, we take TCP
payload into account only), packet arrival times t;, t,, ... t;
and inter-packet time At, = t,.;—t, (Fig. 1). Available bit
rate at given moment of n-th packet transmission will be
calculated as follows

_ Sh
At,

n 9)

Since transport of the HTTP traffic is implemented on
TCP, values of At, and therefore B, will vary a lot when
packet pair includes waiting for ACK as congestion control
related delay.

Max and average B, values can be calculated per page
object or per Web page. The major disadvantage to
perform calculations on whole Web page basis is that
short-time network impairments may be integrated over
long page opening time. On other hand, more precise
evaluations than per-page score will not be needed for
user, however it may integrate short term impairments and
eventually will lead to inaccuracy of quality evaluation of
analysis software. Calculations, based on object basis is
not reasonable due to risk unequally handle different size
objects — smaller objects will have lower probability of
reaching available channel bit rate.

Fig. 8 presents the probability density function of all

B, measurements in complete index.html Web page
including all Web page objects. Comparing values,
obtained at peak usage times (higher access network
utilization), and off-peak times (underutilized access
network), we can see different distribution of available bit
rates. Peak time measurements have approx. 45 kbps mean
and 95 kbps max value, while off-peak measurement show
over 57 kbps mean and over 102 kbps max value.
Note, that maximum observed bit rate values are higher
than highest possible net TCP throughput, reachable in
GPRS link. Inter-packet time observation based bit rate
measurement  represents  instantaneous  per-packet
throughput, which naturally reaches higher values. Only
average packet-pair bit rate values are comparable with
those observed with net TCP throughput. Therefore,
proposed methodology allows evaluating both short-term
and long-term available bit rate in wireless user access
link. Short-term evaluation allows ignoring TCP rate
control and focusing on access network related
impairments. This way it will be possible to avoid
unwanted correlation between Web page structure and
perceived quality of service evaluation.
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Fig. 8. Probability density function of measured available bit rate

With passive monitoring tool the measurement data
can be processed in real time and presented to perceived
quality analysis module, which, using information about
access network capabilities and user’s service level
agreement with operator, can monitor, indicate quality
impairments and account quality grade.

Conclusions

Perceived QoS is not measured during service
delivery in today’s mobile wireless networks. In reality,
the actual perceived quality of service is close to
impossible to measure, but methodologies and tools to
monitor and evaluate quality impairments can be created.

In this paper we analyze the evaluation of quality of
Web browsing service — one of the major internet services
today. We propose to implement passive perceived quality
monitor, relying on testing and measurement tools for
network impairments, including available bit-rate, latency
and packet drop characteristics. In this paper we present
development and testing of passive non-intrusive software
agent, residing in user device for obtaining channel
available bit-rate, which can be used to evaluate perceived
quality of Web browsing service.

The experiments with sample Web page show, that
neither Web page download time, nor Web page object
download speed measurement can directly be used for
available channel bit rate evaluation. The main problem
lies in nature of HTTP transmission mechanism, based on
TCP. Today’s Internet Web pages are complex object
structures, composed of many different objects and their
behavior may differ from site to site even with same access
network conditions. Therefore, we propose to evaluate
available bit-rate of the radio access channel by tracking
packet sizes and calculating time period between received
packet pairs. This way available channel bit rate is
evaluated objectively and can be used for quality of service
in access network indication for user. Even though
perceived quality of Web browsing is proportional to
average bit rate of the channel, additional research is
needed to define the exact input of channel bandwidth to
perceived Web browsing quality. This research shall



include analysis of bit rate evaluation dynamics and 5. Fiedler M., Tutschku K. Carlsson P., Nilsson A.A.

perceived quality classification by assigning quality scores. Identification of performance degradation in IP networks
Future work will include perceived quality indication using throughput statistics // Proceedings of the 18th
International Teletraffic Congress (ITC-18). - Berlin,

algorithms, which base their decisions on objective passive

real-time measurements at user device. Germany, 2003. ~P. 399-407,

6. Joskowicz J., Lopez—-Ardao J. C., Ortega M. A. G., Garcia
C. L. A Mathematical Model for Evaluating the Perceptual
Quality of Video // Proceedings of the 2nd International
Workshop on Future Multimedia Networking, FMN 2009. —

Acknowledgement

The research was supported by Lithuanian State Vol. 5630. — P. 164-175.
Science and Study Foundation Project reg. No. B-08008. 7. Benko P., Malicsko G., Veres A. A Large-scale, Passive
Analysis of End-to-End TCP Performance over GPRS //
References Proceedings of IEEE Infocom 2004. — Vol. 23, no. 1. - P.
1883-1893.

1. Kajackas A., Anskaitis A., Gurnys D. Individual Quality 8. Ricciato F., Vacirca F., Svoboda P. Diagnosis of Capacity
of Service concept in Next Generations Telecommunications Bottlenecks via Passive Monitoring in 3G Networks: an
Networks // Electronics and Electrical Engineering. - Empirical Analysis / Computer Networks, 2007. — No. 57. —
Kaunas: Technologija, 2005. — No. 4(60). — P. 11-16. P. 1205-1231.

2. Wei Li, Andrew W. Moore. Classifying HTTP Traffic in the 9. Jnetpcap. jNetPcap OpenSource A Libpcap/WinPcap
New Age. — 2008. Wrapper. [Interactive] http://www.jnetpcap.org.

3. Gunduz S., Tamer O. M. A Poisson model for user accesses  10. Libpcap. TCPDUMP/LIBPCAP  public  repository.
to Web pages // Proceedings of the ISCIS'2003. Lecture [Interactive] http://www.tcpdump.org.

Notes in Computer Science. — Springer, Berlin. — VVol. 2869. 11. Woet. GNU WGET. [Interactive]
- P. 332-339. http://www.gnu.org/software/wget.

4. 1TU G.1030. Annex A. Opinion model for Web-browsing

applications.

Received 2010.02.15

A. Kajackas, A. Saltis, A. Vindasius. User Access Link Impact on Web Browsing Quality // Electronics and Electrical
Engineering. — Kaunas: Technologija, 2010. — No. 4(100). — P. 59-64.

This paper analyzes the possibility to develop method of user perceived quality of service estimation and to create impartial
monitoring system to track user perceived quality. We also propose passive method for user perceived quality estimation, which allows
evaluating if actual quality of service achieved by network meets the quality declared by operator, and allows discovering if it is
degraded. It is seen, that degradation of Web browsing quality is proportional to degradation of user access link available bit rate. In this
paper presented development and testing of passive non-intrusive agent, implemented using tcpdump and libcap libraries, residing in
user device for obtaining channel available bit rate, which can be used for evaluation of perceived quality of Web browsing service.
Experimental data shows that throughput, perceived by user, depends not only on instantaneous available bit rate of the physical access
link, but also on TCP transmission characteristics. Even though perceived quality of Web browsing is proportional to average bit rate of
the channel, additional research is needed to define the exact input of channel bandwidth to perceived Web browsing quality. Ill. 8, bibl.
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B nmanHOif paboTe aHanM3MpyeTcss BO3MOXKHOCTH CO3JaHUSl METOJAa OLEHKM KadecTBa BeO Opoy3WHra, BOCHPHHSITOTO
TI0JIb30BAaTeNIEM IpH paboTe 1Mo MOOWIIBHOW JIMHUHM CBSI3H. BTopas yacTh paboTHI MOCBSIIEHa MOUCKY croco0a co3JaHus IPOrPaMMHOTO
are”HTa, B peaJbHOM BPEMEHH JAIONIEro OIEHKY KauecTBa. YUUTHIBAs OCOOCHHOCTH MOOMIBHBIX JIMHHHN CBSI3H, MPEIOKEHO KadecTBO
OLICHNBATh KOCBEHHBIM CIIOCOOOM, IO TOMY HACKOJIBKO pealbHOe KadecTBO MOHIMKEHO 0 CPAaBHEHUIO C JIEKJIApHPYEMBIM OIIepaTopoM
cBs3u. [loka3aHo, 94TO MOHIDKEHHE KauecTBa IPOCMOTpa CAaiTOB NPOMOPIHOHAIBHO ITOHIKEHUIO CKOPOCTH TIepefadn JaHHbIX. Co3iaHo
HKCIIEPUMEHTATIBHOE YCTPOWCTBO MMACCHBHOM OLIEHKH CKOPOCTH Iepeiaul JaHHBIX. B yCTpoiicTBe HCMONb30BaHbl IporpamMmbl tcpdump
u libpcap. Ouo omnpexensier BpeMeHa nepenadn KOMIOHEHT BeO CErMEHTOB M 0OBEMBI 9THX CETMEHTOB. 110 3THM TaHHBIM BBIYHCISCTCS
KPaTKOBPEMEHHAsI CKOPOCTh nepenadn. IIpoBeieHHBIE MHOTOKPATHBIE SKCIIEPHMEHTHI NTOKA3bIBAIOT, YTO peadbHas CKOPOCTh Mepefaun
JAHHBIX 3aBHCHT HE TOJBKO OT IMPOIYCKHOH CIIOCOOHOCTH JMHHHM, Ha KOJe0aHWs CKOPOCTH IIE€Pefaddl CYIIECTBEHHOE BIMSHHE
okaspiBaer crneuduka TCP mporokona. KauecTtBo mpocMoTpa caifToB, BOCHPHHSTOE MOJIB30BATENIEM, OYEBUAHO, MPOMOPLHHOHATIEHO
CpenHel CKOpOCTH Iepefad faHHbIX. [IpogomkeHne nccinenoBaHui INIAaHUPYETCST COCPEAOTOYUTD Ha ONPEACICHUH KOJINYECTBEHHOTO
BKJIaJla CKOPOCTH INepeJadyd JaHHBIX 110 JIMHUH CBS3M Ha BOCHPHHATOE KauyecTBO IMpocMoTpa caitoB. M. 8, 6ubn. 11 (Ha aHrmmiickom
s3bIKe; pedepaThl Ha aHTTIMHCKOM, PYCCKOM H JINTOBCKOM S13.).

A. Kajackas, A. Saltis, A. VindaSius. Vartotojy prieigy jtaka Web narsymo kokybei // Elektronika ir elektrotechnika. — Kaunas:
Technologija, 2010. — Nr. 4(100). — P. 59-64.

Darbe analizuojama galimybé sukurti metoda Web narSymo metu vartotojo patirtai kokybei vertinti. Kita darbo dalis skirta ieSkoti
bido, kaip sukurti priemong, kuri realiu laiku parodyty vartotojo patirta kokybe. Atsizvelgiant { mobiliojo rySio specifika, pasitlyta
vartotojo patirta kokybe vertinti ne tiesiogiai, bet pagal tai, kiek ta kokybé yra prastesné palyginti su deklaruojama paslaugy teikéjo.
Parodoma, kad Web nar§ymo kokybés suprastéjimas proporcingas prieigos liniju perdavimo spartos sumaZzéjimui. Sukurta
eksperimentiné pasyviné perdavimo spartos vertinimo priemoné, naudojanti tcpdump ir libpcap programas ir nustatanti Web puslapio
dedamuyjy perdavimo trukmes ir duomeny masyvus. Pagal $iuos duomenis apskai¢iuojama momentiné perdavimy sparta. Daugkartiniy
eksperimenty duomenys rodo, kad reali sparta priklauso ne tik nuo prieigos linijos laidumo, spartos iver¢iy kitimui daug jtakos turi ir
TCP protokolo specifika. Vartotojo Web nar§ymo paslaugos patirta kokybé, aisku, yra proporcinga vidutinei perdavimy spartai. Toliau
numatoma tirti prieigos linijos spartos itaka kokybés suprastéjimui. Il. 8, bibl. 11 (angly kalba; santraukos angly, rusy ir lietuviy k.).
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