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Introduction 

 
As a result of further expansion of Information 

Communication Technologies (ICT), one can observe the 
emergence of a new trend in using the technologies now: a 
global virtualization of the world that is expressed through 
the term ‘cloud computing’. Cloud computing is the future 
generation of computing which is characterized by main 
entities - Software, Hardware, Network and ability to use 
the remote portable resources such as a results of some 
computations. The collective nature of all these entities, as 
combined into a coherent system with modern 
computational features such as mobility, is known as the 
Cloud [1]. Mobility and mobile computing play a 
significant role in this context [2]. Because of continued 
miniaturization, ubiquitous communication, and increasing 
computation power, mobile handheld (aka Personal Digital 
Assistant – PDA) users can now perform many online 
tasks on the go, including  web  browsing,  document  
editing,  multimedia  streaming,  and  Internet  banking,  to  
name  a  few [3].  

Though there are many problems yet to be solved 
within this new computing paradigm, two major concerns 
should be mentioned in the first place: energy consumption 
and information security.  The first issue is due to an 
adequate progress of computational power and energy 
(battery) power (e.g., processor and computer speed have 
increased thousands times [4], while the battery power is a 
scarce resource for mobile devices). The second issue is 
associated with the first one. Indeed, now people want to 
work on the go, where battery is the main energy resource. 
Because mobile devices (phones, PDAs, tablet computers, 
etc.) are as little as possible they simply could be lost or 
stolen. The information stored in them becomes accessible 

for the non-authorized use. To reduce such a risk we must 
encrypt information within the devices. 

Security mechanisms address computing services, 
such as authentication for user admission, intrusion 
detection and prevention as well as counter-measures for 
other forms of attacks (e.g., denial of service) and data 
protection in storage, in e-mails or to provide secure 
transactions [5]. 

The aim of this paper is to consider the matching 
between a family (variants) of the given cryptography 
algorithms and a given set of prescribed constraints (e.g., 
performance, energy consumption awareness, safety levels, 
user profile and various trade-offs amongst the 
constraints).  

The task we consider in the paper is as follows: to 
identify the energy consumption and performance trade-
offs for crypto service that implements four algorithms 
(DES, 3DES, AES, RC2) within the wide spread 
technology .NET Compact Framework [6]. 

 
Context and general framework to analyze the task 

 
The context of the task is a modern organization (Fig. 

1), where a set of battery-dependent mobile devices are 
connected to the stationary computing resources through 
wireless communication links. The devices may operate 
under different operating systems exploited on the go. 

Today the technology enables the use of different 
mobile operating systems as it is depicted in Fig 2. Energy 
management  within operating environments is  being  
performed  at multiple  layers  of  the  systems:  the  
physical  layer,  the operating  system  (OS)  layer,  and  
the  application  layer [7]. Since faster Central Processing 
Units (CPUs) and larger memories tend to require more 
power to operate at the same time enabling better 
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functionality of applications, techniques to reduce and 
manage energy consumption at the application level are 
necessary. On the other hand, the application layer should 
be protected from the malicious interventions of hackers 
into the systems. 

 

 
 
Fig. 1. Modern organization structure based on cloud computing 

 

 
 
Fig. 2. Mobile device operating systems 
 

Providers of mobile devices and their software try to 
solve the security issues proposing different approaches 
such as anti-virus or file encrypt-based. One way for file 
encryption is the operating system tool, such as bit locker, 
or the encryption with well-known cryptographic 
algorithms. The other solution to security proposes a 
Security Content layer as Anti-virus and File Encrypt 
facilities.  

Microsoft ® proposes a Modern .NET framework 
technology that has the crypto service provider (Fig.3) with 
service providers for information encryption/decryption on 
handheld PC with DES, 3DES, AES, RC2 algorithms [6].  
 

 
 
Fig. 3. .NET Compact Framework Crypto Service Provider based 
on [6] 

 
When we have the crypto service provider with well 

known algorithms, we can use it for information 
encryption/decryption. However, the information hiding 

comes not for free: that requires energy resources, too.  As 
it has been already mentioned, awareness of the energy 
consumption is highly important in mobile devices. But 
how we can ensure the needed functionality, the reasonable 
use of energy and the different information security levels 
at the same time? What is trade-offs of those contrasting 
requirements?   Empirically we can predict that stronger 
cryptography algorithms consume more energy. In such a 
way 3DES must consume more energy than DES, because 
it repeats the DES cryptography three times. Thus there are 
many unclear questions we try to give an answer through 
some experiments we describe in this paper. 

In Fig. 4, we present a general scheme that is to be 
connected with the .NET Compact framework (Fig. 3) to 
provide our experiments.  We have selected two types of 
information (documents and pictures) to be encrypted and 
decrypted as the most relevant of applications. 
 

 
 
Fig. 4. Cryptography algorithms and file types 
 

 Note that here we try to protect information files (e.g., 
documents, secure personal information, etc.), but not the 
program files which constitute a separate security problem.  

  
Methodology 

 
The task of the experiments is to identify various 

dependencies among the energy consumption features, 
encryption/decryption modes, different cryptography 
algorithms and different information types. Fig. 5 outlines 
an algorithm that enables to perform measurements of 
energy consumption and obtain the desired relationships. 
We apply the OS-based measuring scheme [9], where the 
amount of the consumed energy over time is periodically 
written to the file during the data cryptography process. 

The energy consumption values for individual 
cryptographic algorithms are obtained by running their 
.NET Compact Framework Crypto Service Provider 
implementations, and measuring the current battery drawn. 
For getting valuable results of battery drain when data is 
encrypted/decrypted, we iterate cryptography process. 
Because encryption and decryption time may vary we 
perform encryption and decryption separately. 

Before starting cryptography process we identify: the 
number of iterations (NI), the cryptography algorithm 
(DES, 3DES, AES, RC2), and the cryptography direction 
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(ED - encryption or decryption). To ensure a more precise 
measurement results we eliminate some energy 
consumption features such as display backlight and graphic 
card by turning it off before starting cryptography process ( 
Fig. 5). Selected files for encryption/decryption were used 
separately: documents (doc format) and pictures (jpg 
format). 

 

 
 
Fig. 5. Energy measurement algorithm for a given crypto 
algorithm 

 
The algorithm exploits the only one crypto algorithm 

at a time starting with the fully charged battery (100%). 
Next what is important to note is that we need to allow 
discharging the battery until approximately 20%. To 
achieve this level when operating we need to manage the 
process as flexibly as possible because there are severe 
restrictions on memory size and availability to obtain the 
measured values. For this purpose, we have applied the 
cryptography for two types of files (document and picture) 
within created folders DOC and JPG, and placed there the 
appropriate files of the different length (the type of folder 
is not specified in Fig. 5). We use own files because 
benchmark files were not found for our context. The size 

of the files in folders is limited by the size of random-
access memory (RAM). Files placed in the folders were 
selected to achieve approximately the same size of the 
DOC folder (6,87MB) and the JPG folder (6,86MB). Files 
were sorted in descending order by the file size because we 
did iterations of cryptography algorithm to reach suitable 
measurement results, and files with bigger size were first 
encrypted/decrypted through the iterations. The iteration 
number NI we have identified experimentally (e.g., for 
DES NI=1500, for 3DES NI=1000, for AES NI=200 and 
for RC2 NI=100). 

 
Experiments 

 
To realize the experiments we have developed the 

program that implements the algorithm (Fig. 5) in C# 
language for .NET Compact Framework. The experiments 
were performed on the PDA of the model  ASUS  P750  
(Pocket  PC  platform,  Intel PXA270 520  MHz  CPU,  
256  MB  RAM,  Windows  Mobile  ©  6 Professional CE 
OS 5.2). We used .NET Compact Framework 3.5 version. 
The DOC folder contains nine files sorted in descending 
order by file size (9.doc-1.825KB, 8.doc-1.593KB, 7.doc-
1.055KB, 6.doc-803KB, 5.doc-593KB, 4.doc-421KB, 
3.doc-340KB, 2.doc-286KB, 1.doc-124KB). The JPG 
folder contains seven file sorted in descending order by the 
file size (7.jpg-1.871KB, 6.jpg-1.664KB, 5.jpg-1.285KB, 
4.jpg-918KB, 3.jpg-619KB, 2.jpg-450KB, 1.jpg-229KB). 

We provide the summary of the experiment results in 
Tables 1 (for .doc files) and Table 2 (for .jpg files). Each 
Table contains the crypto algorithms, the amount of 
encrypted/decrypted information in MB, elapsed time and 
total consumed energy in % for that amount of 
information. For example, in order to encrypt about 10GB 
using the DES algorithm computer needs about 6 hours of 
processor’s time and consumes about 80% of energy.  

 
Table 1. Summary of the experimental results (document files 
encryption-decryption) 

Encryption 

Crypto  
algorithm 

Amount of   
information 

MB 

Elapsed 
time  

hh:mm 

Battery power 
consumed 

% 

DES 10308 06:19 80 
3DES 6873 05:39 74 
AES 1374 05:58 78 
RC2 687 06:32 75 

Decryption 

Crypto  
algorithm 

Amount of   
information 

MB 

Elapsed 
time  

hh:mm 

Battery power 
consumed 

% 

DES 550 06:51 79 
3DES 482 06:06 72 
AES 962 04:58 64 
RC2 550 07:10 84 

 
 

Note. In the second column of Table 1, the amount of 
information is calculated according to the number of 
iterations NI (see values at the end of the previous section). 
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Table 2. Summary of the experimental results (picture files 
encryption-decryption) 

Encryption 

Crypto  
algorithm 

Amount of   
information 

MB 

Elapsed 
time  

hh:mm 

Battery power 
consumed 

% 

DES 10301 06:01 79 
3DES 6868 05:35 73 
AES 1294 06:08 79 
RC2 647 07:15 81 

Decryption 

Crypto  
algorithm 

Amount of   
information 

MB 

Elapsed 
time  

hh:mm 

Battery power 
consumed 

% 

DES 549 06:38 77 
3DES 482 06:30 75 
AES 961 04:52 63 
RC2 518 07:21 83 

 
As Tables 1 and 2 provide us with the final 

measurement points only, we deliver the details of the 
process in charts. In Fig. 6, we present all measured points 
for each algorithm when document files (a) and picture 
files (b) are encrypted. In Fig. 7, we present all measured 
points for each algorithm when document files (a) and 
picture files (b) are decrypted. We can see that either 
encryption or decryption for document files and picture 
files consume approximately the same amount of energy 
(if they are about of the same size). Next, the energy 
consumption either in encryption or decryption mode 
linearly depends on the file size.  

 

Encryption (document files)

0
10
20
30
40
50
60
70
80
90

100

0 5000 10000 15000

Encrypted MB

R
em

ai
ni

ng
 b

at
te

ry
 c

ha
rg

e 
le

ve
l i

n 
% DES

3DES
AES
RC2

 
a) 

Encryption (picture files)
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Fig. 6. Energy consumption when encrypted document files (a) 
and picture files (b) 

 

Decryption (document files)

0
10
20
30
40
50
60
70
80
90

100

0 500 1000 1500

Decrypted MB

R
em

ai
ni

ng
 b

at
te

ry
 c

ha
rg

e 
le

ve
l i

n 
% DES

3DES
AES
RC2

 
a) 
 

Decryption (picture files)
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b) 

 
Fig. 7. Energy consumption when decrypted document files (a) 
and picture files (b) 
 

In Fig. 8 and 9, we deliver time-information amount 
dependencies for the same encryption/decryption 
algorithms and files used. Again, there is a linear 
dependency among those factors.  

Now let us compare the behavior of encryption and 
decryption algorithms with respect to energy consumption.  
As we can see (cp. Fig. 6 and Fig. 7) that decryption 
requires much more battery energy and time resources than 
encryption for algorithms DES and 3DES. However, the 
remaining algorithms behave in other manner.  
We explain those discrepancies in detail in Fig. 10. For getting 
more visible results, we calculate battery energy consumption for 
the 100MB of encrypted/decrypted information by each type of 
crypto algorithms (Fig. 10).  
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Encryption (picture files)
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Fig. 8. Time consumed when encrypted document files (a) and 
picture files (b) 
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Fig. 9. Time consumed when decrypted document files (a) and 
picture files (b) 
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  b) 

Fig. 10. Battery energy consumption by crypto algorithms for 
encryption (a) and decryption (b) of 100 MB of information 
 

Note. also that prior of using an algorithm a length of 
the encryption key is to be selected first and then generated 
its value. In all experiments we depicted in Charts and 
Tables the key length was as follows: 4 blocks x 16 bytes 
for DES and 128 bytes for AES and RC2. 
 
Discussion, evaluation and conclusions 

 
We have selected for our energy-based experiments 

the Microsoft .NET Compact Framework as a modern and 
widely used platform for the safe mobile program 
development and secure information management. Though 
there are a wide variety of encryption/decryption 
algorithms we were restricted with the four algorithms 
used within the Framework. The behaviour of different 
encryption algorithms with respect to energy consumption 
is highly different: for the same amount of information 
(100 MB), e.g., RC2 requires approximately twice more 
energy than AES and about twelve times more than 3DES. 
Encryption and decryption modes of AES and RC2 require 
approximately the same amount of energy for the same 
information. However the modes of the first algorithms 
(DES and 3DES) behave quite differently: the decryption 
mode requires about fifteen times more energy.  

 In a wider context, from a user perspective, one 
could interpret the presented results in the following way. 
There is a great deal of variability of using the results.   
The basic variable features, as related to the energy 
consumption, are: 

• algorithm class (symmetric, asymmetric, 
encryption, decryption); 

• algorithm type (for our case DES, 3DES, AES, 
RC2); 

• block size (for DES, 3DES), and length of key (128, 
192**, 256**, for AES and RC2; ** - are not 
implemented in the Framework we have used);  

• information type a user needs to manage (secret, 
unsecured); 

•  the amount of the information for each type; 
•  mode of the information is to be managed (no use 

of the algorithms, decryption and the use of a 
particular part of information,  decryption-use-
encryption, use-encryption). 
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Having the results, such as ones in Fig. 10, knowing 
the needs for the information safety levels, the amount of 
information to be protected and current state of the battery, 
a user can reasonably decide of how the task is to be 
managed with the energy savings in mind. 

However, the better strategy is to develop a program 
that using the collected data would give the prediction and 
advice on energy/safety trade-offs for a user depending on 
his/her profile.   
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