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Abstract—Many researchers are trying to make our lives 

easier with developments in the Internet of Things, industry 4.0, 

and artificial intelligence. However, when the security of the 

data, which is at the centre of all these developments, is not 

ensured, the processes that try to make the lives of human beings 

more comfortable turn into nightmares. The problem that is 

tried to be addressed in this study is to share the details of an 

approach that can be used as an encryption key in hardware 

encrypted data storage units that can be used to address security 

concerns that may arise during the transmission, processing, 

and storage of sensitive data. The proposed method has 

contributed to the hybrid random number generators, both by 

optimising the deterministic generators and the chaotic selection 

algorithm. The results of the successful analysis of the proposed 

architecture have confirmed that it will have potential in many 

practical applications in the future. It is thought that with 

projections for future studies, it will contribute to the field of 

global encryption software. 

 
Index Terms—Security; Hardware encryption; Randomness; 

Cryptographic keys; Chaos; Optimisation linear feedback shift 

register.  

I. INTRODUCTION 

Data, which has been called the “new oil of our digital 

lives”, now plays a key role in many areas. Therefore, the 

security of such a valuable asset has become increasingly 

important. In recent years, it has been increasingly felt that 

the negative effects that can be experienced in cases where 

data security is not given enough attention can be annoying. 

Many companies and organisations recognise that 

cyberattacks are expensive in terms of both financial losses 

and customer loyalty risks. Unfortunately, during the years 

2020 and 2021, when the COVID epidemic deeply affected 

our lives, cyber threats have increasingly targeted end users 

who work remotely from home with the epidemic [1]–[7]. It 

is inevitable that attackers exploit unprepared and distracted 

employees with laptops full of corporate data. Considering 

the prediction that remote work will continue widely after the 

pandemic, new security precautions should be taken to adapt 

to this new situation. In other words, despite the changing 

threat environment, we now have to fight on a much broader 

front to defend our digital presence. 

The problem that is tried to be addressed in this study is to 

share the details of an approach that can be used as an 

encryption key in hardware encrypted data storage units that 

can be used to address security concerns that may arise during 

the transmission, processing, and storage of sensitive data, as 

project teams use mobile and cloud platforms daily to share 

and store data, potentially making it accessible to attackers. 

In addition, data are physically moved outside companies and 

organisations with smartphones, removable hard drives, and 

USB storage devices that are prone to theft and loss. In this 

context, digital assets constantly cross the borders of 

companies, organisations, and nations. Recent research 

shows that there has been a 123 % increase in the volume of 

data downloaded to USB media by employees since the 

outbreak of COVID-19 [8]. These statistics show that teams 

are using removable storage devices to carry large volumes 

of data home. Unless these devices are encrypted, a spike in 

data breaches associated with remote working vulnerability 

will be inevitable in the near term. An indication that 

unencrypted removable storage is one of the fastest growing 

methods of malware entry is the seven-fold increase in 

ransomware cyberattacks in 2020, as stated in the 

BitDefender’s report [9]. As a result, working online 

increases cybersecurity risks. To cope with these risks, 

encrypted hardware data storage units have been increasingly 

used in recent years. The most important advantage of 

hardware encrypted data storage units is that they can 

implement the encryption process without being dependent 

on any system since they contain a processor. 

A. Definition of a Problem 

The role of encryption keys used in encrypted storage units 

is to ensure the security of data and prevent unauthorised 

access. These keys are used to encrypt data and decrypt it 

when necessary. Choosing and managing the right keys is a 

critical problem to ensure that data are stored securely and 

protected against unauthorised access. The security of 
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cryptographic keys depends on these keys being sufficiently 

random and of high entropy. However, achieving true 

randomness is quite difficult. Most computer systems use 

random number generators that operate with deterministic 

processes, which imply a certain pattern or predictability. 

Therefore, generating keys that are sufficiently random and 

unpredictable is a significant challenge. Inadequate or poor 

management of randomness sources increases the 

crackability of keys. The length of keys has a direct impact 

on the security of cryptographic algorithms. Longer keys are 

generally considered more secure; however, generating and 

managing long keys is also more complex. Especially in 

symmetric encryption methods, very long keys can be 

impractical and cause performance problems. Establishing 

this balance is a significant problem in cryptographic key 

generation. Cryptographic key generation usually requires 

complex mathematical and algorithmic processes. These 

processes operate under certain hardware and software 

limitations. These processes are difficult to execute 

efficiently, especially on portable devices that require low 

power consumption. Hardware randomness sources are 

generally considered more reliable; however, these sources 

can cause problems in practice due to their limited or costly 

nature. In this work, a hybrid approach is proposed to address 

these problems. 

B. Contribution of Paper 

The original aspect of this study is that an approach is 

proposed that can be used as an encryption key in hardware 

encrypted data storage units. The keys to be used as 

encryption keys must meet some requirements. A hybrid 

approach has been chosen to best meet these requirements. 

Thanks to the hybrid approach, the advantages of 

deterministic and true random number generators are 

combined in a robust architecture. The linear feedback shift 

register (LFSR) structure is used as a deterministic generator. 

LFSR structures have been studied in the literature for many 

years. When generating random numbers with LFSR 

structures, one of the most critical steps is to decide on the 

appropriate configuration because the length of nonrepeat 

random bits that can be obtained in an LFSR architecture 

consisting of n flip-flops is a maximum of n. However, each 

of the possible feedback configurations does not produce a 

maximum-length random bit sequence. Although 

configurations to generate random bits of various order 

maximum length have been studied in the literature, the most 

important contribution of this study to the current literature is 

to decide on the configuration to generate a maximum length 

sequence for any order LFSR structure through heuristic 

optimisation algorithms. As the degree of LFSR structure 

increases, the number of possible configurations, in other 

words, the search space will be very large, so deciding on the 

appropriate configuration becomes an NP problem. This 

problem is solved with the binary bat optimisation algorithm. 

The maximum length of random bits is chosen as the 

objective function of the optimisation algorithm. 

Another important contribution of the study is the chaos-

based approach proposed to improve the statistical properties 

of the random sequences (cryptographic keys) generated 

using the configurations determined by the binary bat 

algorithm. When analysing that a cryptological key generator 

has good statistical properties, it is expected to pass all tests 

in the 800-22 statistical test suite consisting of 15 tests offered 

as a standard by NIST. 1,000,000 bits must be obtained from 

the random number generator to perform these tests. To 

obtain 1,000,000 bits with the LFSR structure, a 

configuration consisting of 20 flip-flops must be established. 

435 different configurations have been identified that can 

produce a maximum length sequence using the binary bat 

optimisation algorithm. However, none of these 

configurations passed all tests in the NIST 800-22 statistical 

test suite [10]. Another unique aspect of the study is the fact 

that the new sequences obtained using the chaotic mixing 

process, which is the innovative aspect of the study, have 

been shown to pass the NIST 800-22 statistical tests 

successfully and turn the generator into an unpredictable 

structure due to its excessive dependence on the initial 

conditions and control parameters of the chaotic system. It is 

thought that these original contributions and the successful 

analysis results will reveal many potential applications, 

especially hardware encrypted data storage units, and various 

new research questions. 

C. Organisation of Paper 

To explain all these original contributions in detail, in 

Section II, basic information that can guide the reader about 

the three main topics that form the background of the study is 

presented. First, the basic requirements for cryptographic 

randomness are defined. Then, the general working principle 

of the LFSR structure is explained and its advantages and 

disadvantages are discussed within the scope of randomness 

requirements. The role of optimisation algorithms and chaotic 

systems to overcome these disadvantages, in other words, the 

original aspect of the study, is discussed at the end of the 

second section. In Section III, the details of the proposed 

hybrid generator based on chaotic systems, the binary bat 

optimisation algorithm, and LFSR structures are explained. 

In Section IV, the analysis results are given, and the success 

of the hybrid generator is shown comparatively. In Section V, 

the results obtained are discussed by making a critical 

interpretation. In the last section, the study is summarised and 

a projection for future studies is presented. 

II. THEORETICAL BACKGROUND 

The science of cryptology is interdisciplinary in nature. It 

is directly related to many basic theoretical subjects of 

mathematics, electrical-electronic engineering, and computer 

sciences. To present this relationship in a systematic 

structure, the main components of the original proposed 

approach are briefly mentioned in this section, and the usage 

scenarios in the proposed method are explained in Section III. 

The concept of randomness affects many branches of 

science. However, when it comes to cryptological 

applications, much more care should be taken. When 

evaluating the security of an encryption algorithm, the basic 

assumption is that the attacker has all the information about 

the system except the encryption key and has the maximum 

computational ability. In other words, to minimise the 

negative impact of the attacker, the keys to be used must meet 

some requirements [11]–[19], as follows. 

− (R1) The encryption key must not contain statistical 

vulnerability. Key values should show a uniform 
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distribution, and this statistical quality should be confirmed 

by various hypothesis tests. 

− (R2) It should be shown that the before or after key 

sequence is unpredictable, even assuming that the attacker 

has part of the encryption key. 

The main goal of the proposed method in the study is to 

meet these two requirements. Since meeting these two 

requirements is a very general problem, there is intense 

interest in this subject in the literature. As stated before, since 

randomness is one of the main problems that researchers need 

to address in many branches of science, independent studies 

have been carried out to meet both requirements. While 

deterministic random number generators (DRNG) [11] are 

generally used to meet the first requirement, true random 

number generators (TRNG) [12] are used for the second 

requirement. Since randomness has a wide spectrum of 

applications, both DRNG and TRNG have had application-

specific successes. However, in order for these generator 

families to be used effectively in cryptology applications, 

their disadvantages should be considered as well as their 

advantages. In the proposed method, LFSR and heuristic 

optimisation algorithms are used to meet the first 

requirement, and chaotic systems to meet the second 

requirement.  

Random sequences with good statistical properties, i.e., 

uniformly distributed, are needed in games, simulations, and 

many scientific calculations. Therefore, many DRNG 

structures have been proposed, such as linear congruential 

generators, LFSR and generalised feedback shift registers, 

Blum Blum Shub, Mersenne Twister, xorshift-based 

generators, and PCG [20], [21]. Another name for DRNG is 

pseudorandom generators. The most important reason why 

this generator family is called pseudorandom is that random 

numbers are obtained with the help of an algorithm. Since the 

algorithms are deterministic in nature, the outputs of the 

generators are not truly random. In other words, DRNG 

structures approximate some of the properties of real random 

number sequences. Although this is seen as a disadvantage, 

they are inexpensive as they do not require dedicated 

hardware and are preferred in many applications because they 

produce fast results. Another advantage of DRNG structures 

is that they produce the same sequence when starting from the 

same seed values. Although this jeopardises the R2 

requirement, it is sometimes preferred because different 

applications need different requirements. 

In this study, the LFSR structure was preferred due to its 

simple structure. LSFR is a unit with a hardware counterpart. 

It is obtained by connecting the flip-flop structures, which 

have a one-bit storage capacity, in a linear structure. It 

consists of one unit of shift bits with each clock cycle. The 

difference from normal shift registers is that the number to be 

added from the left is not 0 or 1 by default; It is due to the fact 

that it is created with a certain mathematical formula. 

A schematic representation of an example LFSR structure 

is given in Fig. 1. When a four-bit LFSR in the example is 

clocked, it starts shifting from bit S0 and all bits in turn shift 

right one bit. The value of the S4 bit is calculated according 

to (1) and written to the leftmost bit value 

 ( )4 3 3 2 2 1 1 0 0 mod 2 .s c s c s c s c s=  +  +  +   (1) 

Since the product expression here is in mod 2 arithmetic, it 

can be described with an AND gate. Likewise, the sum 

expression can be expressed with the XOR gate. LFSRs work 

like a state machine. They switch to a different state with each 

clock pulse. As a special case, LFSRs cannot start from all 

bits being zero. If all bits are zero, the LFSR remains constant 

in a single state. Therefore, after LFSR starts from any state 

and goes to all the states it can go to, it returns to the state it 

started again. The main point here is that the LFSR should go 

to as many states as possible with the number of bits it has. 

Thus, it can work more efficiently. For example, a four-bit 

LFSR in Fig. 1 can switch to a maximum of 2⁴ - 1 = 15 

different states. LFSRs in this situation are called “maximal 

period LFSRs”. In other words, they have the ability to visit 

all states in state space [22]–[25]. 

 
Fig. 1.  An example LFSR structure. 

The c values of the LFSR can be expressed as the 

coefficients of a polynomial. The coefficients of this 

polynomial are defined in GF(2). For an LFSR to be maximal, 

the link polynomial must be primitive. One of the objectives 

of this study is to obtain combinations of LFSR with maximal 

period. However, this is a difficult problem. Because if the 

generator uses a fixed amount of memory, after a sufficient 

number of loop steps, it will come to the same internal state 

the second time, and then it will repeat forever. The amount 

of memory (the number of flip-flops) can be increased to have 

a wider period. With each memory bit added, the maximum 

period will double. But the main question to be answered in 

this case is the statistical quality of the output of the 

pseudorandom number generator. To be able to test this, in 

other words, to control the R1 requirement, bit strings with a 

length of 1,000,0000 will be needed. However, it is an NP 

problem to determine which c values will be feedback in an 

LFSR design with n flip-flops. To solve this problem, 

heuristic optimisation algorithms are used in the proposed 

approach.  

The bat algorithm is an important optimisation algorithm 

in the literature. Successful optimisation algorithm returns 

0/1, Yes/No, etc. It has been made suitable for binary 

optimisation problems to provide suitable solutions to 

problems in the form [26]–[29]. The binary search space can 

be thought of as a hypercube. The search agents (particles) of 

the binary optimisation algorithm can flip a varying number 

of bits, shifting them only to the closer and farther corners of 

this hypercube [30]. Therefore, the velocity and position 

update equations in the binary bat algorithm must be modified 

to suit the binary search space. To update the positions from 

0 to 1 or vice versa in the binary search space, the design 

should be made so that there is a connection between the 

velocity and the position update. In the discrete binary space, 

position update means switching between 0 and 1 values, and 

this must be done according to the speed of the search agents. 

A  transfer  function  is  required  to map  velocity  values to 
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probability values to update positions. This transfer function 

allows particles to move in binary space. The concepts of 

Rashedi, Nezamabadi-pour, and Saryazdi should be 

considered when selecting a transfer function to match 

velocity values with probability values [31], [32]. 

We mentioned that there are two basic requirements for 

cryptological randomness. In order to provide the condition 

(R1 requirement) of showing good statistical properties from 

these requirements; In other words, it has been explained in 

the previous two sections that the problem of finding 

configurations that can pass statistical tests among LFSR 

designs that will have a period of 1,000,000-bit-length can be 

solved by using heuristic optimisation algorithms in the 

proposed method. However, since the obtained random 

number sequences have a deterministic structure, additional 

measures must be taken to be used for cryptological purposes, 

in other words, to meet the R2 requirement. To meet this 

requirement, chaos theory will be used in the proposed 

method. 

Chaos theory has a wide range of applications, from the 

motion of planets and meteorites to electronic systems, from 

meteorology to climate forecasts, stock market and economy, 

from earthquakes to explaining the behaviour of subatomic 

particles [33]. For this reason, this theory, which combines 

many branches of science and provides interdisciplinary 

work, has a very important place in science [34]. In physics, 

we often use models to explain phenomena and events. These 

models give us measurable and forward-looking 

mathematical and meaningful results about the system. 

Sometimes these results can be quite complex. So what we 

call chaos is the term used to describe the apparent complex 

behaviour of phenomena/modellings that we see as simple 

and well-executed systems [33]. 

In the 1960s, the mathematician Edward Lorenz, while 

working as a meteorologist at the Massachusetts Institute of 

Technology, showed that a small change in the initial 

conditions of a system would have major and unpredictable 

consequences in the evolution of the system [35]. In 1975, 

biologist Robert May showed that chaos theory is also in 

biology. When he examined the number of biological 

populations in a system over time, he determined that 

chaoticity occurs under certain conditions. These phenomena 

are explained with logistic maps and iteration graphs [34]–

[36]. 

Since it is one of the first studies, the logistic map was used 

in this study due to its widespread use in the literature and its 

simple structure [36]. In fact, there are various studies in the 

literature that point to various problems of the logistic map as 

a chaotic system [37]. Our aim is to show that the proposed 

method can produce successful results even in the simplest 

chaotic system.  

III. PROPOSED METHOD 

The process of obtaining random number sequences 

requires serious and careful mathematical analysis. To draw 

attention to this importance, John von Neumann’s words 

“Anyone who tries to generate random numbers by arithmetic 

methods is committing a grave sin” and Robert R. Coveyou’s 

words “The generation of random numbers is too important 

to be performed randomly” are warnings frequently 

encountered by researchers who will start working on this 

subject [38]. Because pseudorandom numbers cover an 

important part of modern computing, they are used in many 

places, from cryptology to Monte Carlo methods for 

simulating physical systems. However, in practice, there are 

some situations that prevent many pseudorandom number 

generators from passing statistically significant tests. Some of 

those: 

− Shorter than expected periods for some seed (initial) 

values; 

− Poor dimensional distribution; 

− Consecutive values are not independent; 

− Some bits may be “more random” than others; 

− Lack of uniformity. 

The aim of the method proposed in this study is to develop 

a theoretical approach that can eliminate these problems. The 

general structure of the proposed architecture is presented in 

Fig. 2.

  
Fig. 2.  Overview of the proposed hybrid random number generator.  

The hybrid generator proposed in Fig. 2 consists of two 

main parts. The blue block forms the deterministic leg of the 

generator. The blue block can be based on any DRNG 

structure as input. More than twenty PRNG structures are 

listed for reference in the figure. In fact, there are many more 

PRNG structures than listed here. Some of the most well-
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known are included only as projections for future studies. To 

show the workings of the theoretical approach on an example, 

the LFSR structure was used as the DRNG structure in the 

analyses. In the second stage of the blue block, the heuristic 

optimisation algorithm comes into play. Optimisation is the 

work done to obtain maximum output from a system within 

certain constraints. Here, our aim is to decide on the LFSR 

feedback polynomial coefficients and seed values that can 

pass the statistical tests successfully. The NIST test was used 

as the objective function in the optimisation algorithm. This 

test is a statistical test that is generally accepted in the 

literature. It examines the statistical properties of the random 

sequence from different angles with 15 different hypothesis 

tests. Bit strings with a length of at least 1,000,000 are needed 

to perform these tests. Therefore, the LFSR structure consists 

of 20 flip-flops. LFSR outputs showing good statistical 

properties feed an entropy pool. To allow these outputs 

obtained as a result of R&D studies to be used practically in 

real-world applications, they were transformed into a 

commercial product in cooperation with the Kriptarium 

company [39]. For this reason, the entropy pool is stored in 

the network-attached storage (NAS) unit. A NAS is a file-

level computer data storage server connected to a computer 

network that provides data access to a heterogeneous group 

of clients. 

The first unique aspect of the proposed method is to obtain 

configurations that can pass statistical tests through DRNG 

structure optimisation algorithms, while the other unique 

aspect is the chaotic selection procedure. Thanks to this 

developed selection procedure, the R2 requirement is 

addressed. In Fig. 2, this process is tried to be represented in 

the yellow block. As in the blue block, all alternatives 

(discrete-time, continuous-time, hyperchaotic, etc.) that can 

be used here are tried to be represented. On the practical side, 

it is possible for a client logging into the system with user 

name, password, and time information to obtain a key 

sequence of the required length from the entropy pool by 

determining the initial conditions of the selected chaotic 

system. Figure 2 can represent the operation of the system in 

practical applications.  

The steps of the key generator algorithm are as follows. 

Step 1. The end user logs into the system. 

Step 2. The user name, password, time information, 

biometric features, or behavioural features can be used during 

login according to the security level required by the 

application. 

Step 3. With the help of software as a service (SaaS) 

offered by Kriptarium, user data are normalised as the initial 

condition of the chaotic system and other system parameters. 

Step 4. A bit string of the length requested by the user is 

selected from the entropy pool via the chaotic system output. 

Step 5. Cryptological keys are returned in the format 

requested by the user.  

IV. ANALYSIS RESULTS 

In this section, we try to test the success of the outputs of 

the proposed method. 1,000,000-bit-length sequences are 

needed to measure the quality of the random number 

sequence. An LFSR architecture consisting of 20 flip/flop 

structures is needed to produce outputs that will have 

1,000,000-bit periods with the LFSR structure. With the 

optimisation algorithms, the feedback polynomial 

coefficients and seed values that will produce the outputs with 

the maximum period are calculated. As a result of the 

analysis, 435 different combinations were obtained. NIST 

statistical tests were performed for each of these 435 

combinations. All of these results have been publicly shared 

to form a basis for future studies. It is expected that both the 

configurations obtained through the optimisation algorithms 

and the results of the NIST statistical tests will create a strong 

motivation for many studies in the future [39]. Hardware 

equipment we used in the study: Intel (R) Core (TM) i7-

10750H CPU @ 2.60 GHz 2.59 GHz processor, 32 GB RAM 

Monster brand Tulpar 7 series laptop. Figure 3 shows the 

general view of the shared data set. 

 
Fig. 3.  Overview of the publicly shared data set. 

The data set shared in accordance with the open data policy 

is presented as an excel file. This file contains four pages. It 

contains the configurations obtained with the help of the 

given optimisation algorithm presented on the first page. 

There are three columns on this page. The configuration of 

the first column represents the sequence number, the second 

column represents the seed value, and the third column 

represents the feedback polynomial coefficients. Figure 4 

presents to explain the structure of the remaining three pages 

of the excel file. The remaining three pages show the NIST 

test results for configurations that passed 15, 14, and 13 NIST 

tests, respectively. Here, the first column contains the NIST 

test and the other columns contain the NIST test results of the 

configurations. As NIST tests are a hypothesis test, only 

pass/fail results are not presented. In addition, P (probability) 

values are also given. Descriptions of NIST tests and details 

on how calculations are performed are available in [10], [40], 

[41]. 145 of these tests passed all tests successfully. 256 of 

them passed 14 tests. 31 of them were successful in 13 tests. 

The analysis data set of the failed tests is given on the last 

page of the excel file. The structure of this page is shown in 

Fig. 5. The analysis results actually show that failure is 

clustered around certain tests. In other words, these 

hypothesis tests can be claimed to have been unsuccessful due 

to the generation of 1,000,000 bits. 

Another widely used statistical hypothesis test as the NIST 

test results is chi-square analysis. In the interpretation of this 

analysis, it is used that the confidence value calculated for a 

certain degree of freedom is smaller than the acceptance 

value. In Fig. 6, the calculated chi-square values for each of 
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the 143 different configurations that passed 15 NIST tests are 

shown in red. Green and blue values represent the break 

points of two different confidence values. The fact that the 

calculated chi-square values are below the limit values 

indicates that the results obtained are also safe according to 

the chi-square analysis. The work in [42] can be examined for 

further details on the calculations of the chi-square test. 

Another analysis approach used to check the statistical 

independence of the data is the autocorrelation and entropy 

analysis. To avoid detracting from the scope of the study, the 

details of these tests are not mentioned in detail. However, for 

a good evaluation guide on this subject, studies published by 

Garipcan Erdem [41] can be examined. Correlation and 

entropy analyses for configurations that pass the NIST tests 

are given in Figs. 7 and 8. 

 
Fig. 4.  NIST test results for configurations. 

Fig. 5.  Distribution of the failed NIST test results. 
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Fig. 6.  Chi-square analysis results for each of the LFSR configurations determined by optimisation algorithms that pass all NIST 800-22 statistical tests. 

 
Fig. 7.  Autocorrelation analysis results for each of the LFSR configurations determined by optimisation algorithms that pass all NIST 800-22 statistical tests. 

 
Fig. 8.  Entropy analysis results for each of the LFSR configurations determined by optimisation algorithms that pass all NIST 800-22 statistical tests. 

V. DISCUSSION 

The proposed hybrid key generator architecture effectively 

combines deterministic PRNGs with chaotic systems, 

leveraging the strengths of both to produce highly reliable and 

secure cryptographic keys. The successful passing of NIST, 

chi-square, autocorrelation, and entropy tests validates the 

robustness of the generated sequences, making this approach 

a viable solution for practical cryptographic applications. The 

shared data set and detailed analysis results provide a 

valuable foundation for future research and development in 

this area, potentially leading to more advanced and secure 

encryption solutions. The main findings are as follows. 

− The approach used a linear feedback shift register 

(LFSR) architecture with 20 flip/flop structures to generate 

sequences of 1,000,000 bits, essential for ensuring robust 

statistical properties.  

− Feedback polynomial coefficients and seed values were 

optimised to produce outputs with the maximum period, 

resulting in 435 distinct combinations. Each combination 

underwent NIST statistical tests to validate their 

performance. 

− The results of the NIST statistical tests demonstrated that 

145 of the combinations tested successfully passed all 15 

NIST tests, while 256 passed 14 tests, and 31 passed 13 

tests. These outcomes indicate a high level of reliability 

and robustness in the generated sequences.  

− The clustering of failed tests around specific hypotheses 

suggests that these issues are primarily due to the inherent 

properties of the 1,000,000-bit generation process. 

− The results of the chi-square analysis showed that all 

configurations that passed the NIST tests also fell below 

the chi-square limit values, indicating their statistical 

soundness and further reinforcing the reliability of the 

generated sequences. 
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− The autocorrelation results confirmed that the sequences 

maintained a low correlation essential for cryptographic 

applications. 

VI. CONCLUSIONS 

The importance of data is now recognised by all 

stakeholders in the society. As much as the value of data, 

another topic that everyone agrees on is how to address the 

problem of data security because users adapt very quickly to 

new technologies. However, in this process, because they 

knowingly or unknowingly use weaker security solutions, 

they are faced with material and moral damages caused by 

hackers who have begun to exploit the weaknesses of these 

weak security solution proposals, incomparably and 

ruthlessly. Therefore, the interest in encryption software is 

increasing day by day. Many institutions and organisations 

are starting to need strong encryption capabilities more than 

ever to strengthen their security portfolios. To put this 

requirement numerically, the global cryptocurrency market 

cap, which was $8.49 billion in 2020, has reached $10.9 

billion in 2021. This value is expected to reach $22.1 billion 

in 2026 and $59.5 billion in 2028. Statistics show that 81 % 

of cyberattacks are password-based cyber threats. Another 

factor that triggers these vulnerabilities is related to the spread 

of IoT devices. Responding to a survey on global IoT trends, 

more than two-thirds of IT security experts said they plan to 

use the cloud, at least in conjunction with locally used 

systems, to authenticate IoT devices. As IoT devices become 

more common, it will become increasingly difficult to 

manage passwords for the people responsible for their 

management. 

In this study, an enterprise architecture is proposed to 

generate cryptological keys. The proposed solution uses a 

hybrid key generator architecture. The deterministic leg of the 

proposed generator is the optimised PRNG generators. An 

important contribution of the study is that it is based on the 

principle of obtaining configuration parameters that will 

ideally meet the statistical tests of existing PRNG structures. 

In the real random leg of the generator, chaos theory was 

used. The unpredictable nature of chaotic systems and the 

needs of users were tried to be addressed by making choices 

from the wide entropy pool. The operation of the proposed 

architecture is explained step by step through sample 

scenarios. The successful analysis of the sequences of 

numbers obtained indicated that the output could be used in 

practical applications. Due to the shared projections for future 

studies, it is thought that this theoretical architecture can be 

used to address the need for encryption software with new 

studies to be carried out in the future. 
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