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Introduction

A mobile ad hoc network (MANET) is a multi-hop,
wireless, self-configuring network that can be formed
without the need of any pre-established infrastructure or
centralized administration. All nodes in the network act at
the same time as hosts and packet-forwarding routers.
Wireless links, node mobility and lack of central
administration make MANETs far more vulnerable to
security attacks than conventional networks [1, 2].
Taxonomy and comprehensive survey of MANET security
attacks can be found in the literature [2, 3].

In a denial of service (DoS) attack, legitimate users
are prevented from access to services or network resources.
DoS attacks can be launched at any layer of the protocol
stack causing physical jamming, disconnection, and
malfunction of routing, transport and application protocols.
The attacks become extremely dangerous and hard to
prevent if a group of attackers coordinate in DoS. This type
of attack is called distributed DoS (DDoS) attack. When a
DDoS attack occurs in MANET, the attacker actually
compromises a number of mobile nodes, which can follow
different mobile patterns and have different speeds.

MANET simulation studies have mostly assumed the
random waypoint (RW) mobility model. In the basic RW
model, at every instant, a node randomly chooses a
destination and moves towards it with a speed chosen
uniformly randomly from the interval between the
minimum and the maximum allowed speed. However, the
RW model is not sufficient to capture some realistic
MANET scenarios, including temporal and spatial
dependencies as well as geographical restrictions. A
realistic mobility model must take into account topological
maps, traffic generation model, and node preferential
movement or destination [4, 5]. Several studies have
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considered different mobility models, mainly concerning
performance of ad hoc routing protocols [6—S8].

The objective of this work is to explore the influence
of mobility models, node speed and attack duration on the
MANET vulnerability to bandwidth attacks, performed as
DDoS attacks. We explain the attack model and present the
results of a comprehensive simulation study, carried out by
the network simulator ns-2 and its associated tools for
mobile scenario generation, network animation and trace
files analysis. Possible countermeasures against this type
of attack have also been outlined.

Background and related work

According to [9], DoS attack can be launched in two
forms. The first form aims to break down the target by
sending one or more carefully constructed control packets
that make use of the protocol or operating system
vulnerabilities. The second form is to overflow the target
with a huge amount of rubbish data, which leads to
exhaustion of network bandwidth or computer resources.

In this article, we investigate the second
aforementioned form of attack. Therefore, the term “DoS
attack” refers to the threat that generates large amount of
useless traffic. For that purpose, the attacker has to control
more than one node to generate the attack traffic, i.e., such
attacks are usually DDoS attacks. Examples of DDoS
attacks in MANETS include routing table overflow attacks,
packet-forwarding attacks, SYN flooding, and application-
based attacks.

In the routing table overflow attack, an attacker
attempts to create routes to nonexistent nodes [3], [10]. As
a consequence, routing loops may appear and introduce
severe network congestion. Multiple attackers may
completely isolate a victim, by preventing it from finding



any route to the destination. Packet forwarding attack is
performed via network-layer packet blasting [2]. The
attacker injects a large amount of junk packets into the
network. These packets waste a significant portion of the
network resources, and introduce severe wireless channel
contention and network congestion in the MANET. In a
SYN flooding attack, the attacker creates a large number of
half-opened Transmission Control Protocol (TCP)
connections with a target node, but never completes the
handshake to fully open the connection [3], [9].
Application-based attacks force the victim to perform CPU
and memory-intensive database operations and leave few
resources to serve legitimate users. This type of attack may
be closely related to the sleep deprivation attack, which
aims to consume the energy of a victim node [3].

So far, simulation studies have not widely addressed
the impact of different mobility patterns on MANET
vulnerability to security attacks, including DDoS attacks.

The study presented in [10] investigates the influence
of flooding attacks with Dynamic Source Routing (DSR)
protocol messages to network performance. The packet
delivery ratio and packet delay have been evaluated under
different flooding frequencies and different numbers of
attack nodes. The analysis assumes only the random
waypoint mobility model.

In [11], a notion of dynamic DoS attack has been
introduced and analyzed, considering Ad hoc On-demand
Distance Vector (AODV) routing protocol. The attack
propagation has been modeled by a semi-Markov process.
The analysis indicates that the impact of DoS attack may
be spread by the mobility of malicious nodes; this is faster
in dense networks than in sparse networks.

A simulation study on anonymity threats against
MANETSs [12] considers a sparse mode inference attack
where a target node moves straightly across a network
from the left side to the right.

Solutions to locate malicious packet dropping using
an unobtrusive monitoring technique have been proposed
in [13]. Performance evaluation has indicated that the
detection effectiveness depends on the node speed and the
applied mobility model.

The attack model and problem statement

The attack model proposed for purpose of this
analysis is presented in Fig. 1. First, the attacker
compromises a number of mobile nodes by installing a
malicious code into them (e.g., by means of worms [11]).
It should be noted that the attacker itself could be an
insider, i.e., a MANET node (as illustrated in Fig. 1) or
some external device. Compromised mobile nodes become
“zombies”, which simultaneously generate junk packets
and forward them towards the target. The attack traffic
from each zombie is similar to the legitimate traffic, in the
sense of bit rate and packet size. In other words, the traffic
from each attack source does not need to be specific or
voluminous to constitute a powerful attack.

The main consequence of such attack is bandwidth
exhaustion due to large amount of useless traffic; hence,
this is a bandwidth attack. This type of attack may look
similar to a situation when multiple legitimate users try to
access to a particular server node. This is known as a
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“flash crowd” phenomenon [9]. Unlike the flash crowd, the
bandwidth attack is unpredictable and unresponsive to
traffic control mechanisms, like TCP flow control or
network congestion control mechanisms.

Further, we assume that the ad hoc routing protocol is
operating correctly. This means that there is no routing
table poisoning; however, packet forwarding attack occurs
due to blasting of huge amount of rubbish packets.

The attack power may change dynamically depending
on the speed and direction of node movement.

Zombie Zombie

...................

Zombie

------» Attacker installs the attack tools
——— Zombies generate junk packets
————— -+ Legitimate traffic

Fig. 1. The proposed model of a DDoS attack in MANET

The motivation for this work is to investigate the
effects of DDoS bandwidth attacks under the following
conditions: (1) different mobility models; (2) different
speeds of the mobile nodes; (3) different number of
zombies and (4) different attack duration.

An overview of the investigated mobility models

Mobility models can be classified to entity and group
models [4, 5]. Entity models represent mobile nodes whose
movements are independent of each other. Group models
represent mobile nodes whose movements depend on each
other or on some predefined leader node. In this Section,
we present a brief overview of the four mobility models
that have been analyzed in our simulation study. Examples
of trajectories for considered mobility models are
presented in Fig. 2.

The Random Waypoint (RW) model (Fig. 2, a)
assumes that each node selects a random destination in the
simulation area and a speed that is uniformly distributed
between the minimum value and the maximum value.
After reaching the destination, the node waits for a
predefined pause time, before selecting a new destination.
The basic RW suffers from several drawbacks. First, it
supposes that the speeds at two different time slots are
independent. Although the pause time is used to mitigate
the effects of abrupt stopping and starting, in most cases
the current speed may depend on the previous speed.
Second, the RW model assumes that each mobile node
moves independently of other nodes. However, the
movement pattern of a mobile node may be correlated with
the nodes in its neighborhood. Finally, in many cases, the
movement of a mobile node may be restricted depending
on a geographical map, e.g. along the street or a freeway.

The Manhattan Grid (MG) model [6] is a
representative of city section models, in which the
simulation area emulates a block of city streets, typically



through a set of intersecting lines. The MG model has
originally been developed by Maxemchuk (1985), for
purpose of simulating streets in the area of Manhattan, i.e.,
a city section, which is only crossed by vertical and
horizontal streets. Each mobile node begins its movement
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from a randomly selected position in the grid (Fig. 2, b).
The node further moves towards the next position over the
shortest path. When the node reaches the desired position,
it pauses for a certain time before continuing to move over
the grid, in a randomly selected direction.
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Fig. 2. Mobility patterns of different models: a — RW; b — MG; ¢ — GM; d — RPGM (adapted from [4])

The Gauss-Markov (GM) model captures temporal
and spatial dependencies of node mobility and represents
random movement without sudden stops and sharp turns
(Fig. 2, ¢). For a particular time period ¢, the node speed
s; and direction d, are calculated on the basis of their

values in the time period -1 (s,_; and d,_;) and a
random variable, according to following equations:

s,=as, | +(1—a)s +y(1-a?)sC, (1)
d =ad, | +(1-a)d +~/(1-a*)dC,, 2)

where « is the adjustable parameter used to vary the
randomness by taking values from the interval [0,1]; §

and d are constants representing the mean value of speed

and direction, and stG_l and d,G_l are random variables
from a Gaussian distribution with mean 0 and standard
deviation 1. The location of node at time ¢, represented by
its coordinates (x,,y,), is calculated on the basis of
parameters from the time slot #—1. In order to avoid that a
node remains too long near any area boundary, it is forced
away from an edge by modifying the mean value of
direction, d , in Eq. (2) [4]. The GM model is well suited
for simulation of personal communication systems and
event coverage scenarios.

In the Reference Point Group Mobility (RPGM)
model, all nodes that belong to a particular group follow a
reference point that determines the group motion behavior.
Suppose that RP(t—1) represents a group reference point

at time ¢7—1. A randomly chosen or predefined group
vector GM s used to determine the node’s new reference
point RP(¢) at time ¢. The new position of each node is
then calculated by summing a random motion vector,
H/i, with the new reference point. The length of RM is

uniformly distributed within a specified radius centered at
RP(t) and its direction is uniformly distributed in the

interval [0, 2m]. Different mobility applications can be
represented by the RPGM model [4]. They include
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battlefield scenarios, rescue operations, movement in a
column, movement of tourist group with a guide, etc. For
example, RPGM can emulate movement and behaviors of
different expert teams in the same geographical area during
a rescue operation (overlap mobility, Fig. 2, d).

Simulation and results

Extensive simulations have been carried out by the
network simulator ns-2 (version 2.34) [14] under Linux
Fedora Core 8 OS. Mobility scenarios are generated by the
software package BonnMotion (version 1.4) [15]. The
obtained results are evaluated using the Trace Graph
analyzer (version 2.02) [16].

The simulation area is set to 500m x 500m, on which
100 nodes with transmission range of 250m are initially
distributed uniformly and randomly. IEEE 802.11 and
AODV are used for medium access control and routing
protocol, respectively. The propagation model is two ray
ground. Table 1 contains parameters of the investigated
mobility models. The aim is to keep as much as possible
realistic conditions of nodes movement. Parameters of the
RPGM have been selected with respect to a large number
of overlapping groups communicating with each other.
Parameters of the GM model assure slight changes of
movement directions at regular time intervals. Besides, the
option “bounce” enforces the mobile node away from the
simulation area boundary, with an angle determined by the
incoming direction. Realistic aspect of the MG model is
achieved by setting minimum street length to 50m, as well
as by building a grid of minimum 10x10 blocks.

Table 1. Parameters of mobility models

Model | Parameter settings

RW Maximum pause=0.1s

MG (X, Y) axis blocks=(10, 10); update distance=5.0m;
turn probability=0.5; maximum pause=0.1s;
pause probability=0.5

GM o=1; update frequency=2.5; “bounce”=true;
angle standard deviation=n/8.

RPGM | Overlapping groups; average number of nodes per
group=>5; maximum distance=2.5m;
maximum pause=0.1s




The legitimate traffic has been simulated by two File
Transfer Protocol (FTP) sources, each with the ingress rate
0.5 Mb/s. They are attached to the TCP agents, with packet
size 1500 bytes and the default window size 20.

Blasting of the attack traffic is simulated by constant
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o
-
o

bit rate (CBR) sources, with packet size 512 bytes and
inter-arrival time 0.005s. Number of attackers (zombies)
has been varied from 1 to 15. Initial positions of attackers
are selected in such way that there is at least one hop
between each zombie and the target.
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Fig. 4. Normalized pdf versus number of attackers (attack duration=20s): a — RW model; b — MG model; c — GM model; d - RPGM

model

Low and high mobility have been simulated by
setting average node speeds to 1.5m/s and 25m/s,
respectively.

First, we assess the attack power through the
normalized packet delivery fraction (pdf) at the target
node. Pdf'is defined as the ratio of the number of delivered
and sent packets. Normalized pdf is defined as the ratio of
pdf for legitimate traffic in the presence of attack and pdf
in the absence of attack. The amplification of attack power
with proliferation of the number of attackers, for attack
duration 10s and 20s, is illustrated in Figs. 3 and 4,
respectively. If the attack lasts longer (20s), the attackers
and the target may approach and move away from each
other more times, this may cause very high network
dynamics. The MG model is less vulnerable to highly
mobile attackers than the other models due to severe
restrictions of the attacker movement; this is particularly
noticeable for longer attack duration. With all other models
and 20s attacks, the target node is not able to respond to
legitimate traffic, in the presence of only 10 active
zombies. The GM model experiences similar behavior for
low and high node mobility; however, it is very sensitive to
attack duration. This happens due to slight changes of
direction (the angle standard deviation is set to n/8); hence,
it is more resistant if the overall network dynamics is not
too high. The RPGM model with low node mobility
experiences similar behavior regardless of attack duration.
This is a consequence of a rather similar and slow node
movement inside each overlapping group. Besides, the RW
and RPGM models experience similar pdf values for
longer attacks.
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The second set of results points to the effects of the
attack traffic insensitivity to congestion control
mechanisms. In our experiments, control of the legitimate
traffic flow is provided through the TCP procedures, while
the attack traffic is generated permanently, with constant
bit rate. The attack duration is 20s, while the number of
zombies is 5 and 10. We observe the following metrics:

(1) The ratio of legitimate and attack traffic, sent to the

target node (Fig. 5);

(2) The throughput of the legitimate traffic, sent to the
target node under attack, which is normalized to its
value in the absence of attack (Fig. 6).

30.0
270
240
21.0
18.0
15.0
12.0
9.0
6.0
3.0
0.0

attack traffic [%]

Ratio of legitimate and

gl B

RW

MG GM
Mobility model

O

RPGM

Low mobility,

High mobility,
10 zombies

Low mobility,
a 5 10 zombies

High mobility,
zombies ] 5

zombies

Fig. 5. The ratio of legitimate and attack traffic, sent to the target
node, for different mobility models (attack duration=20s)

Differences between the investigated mobility models
are clearly highlighted. The worst overall performance of
the network with RW model emanates from lack of any
restriction in movement of zombies. As a result of high



spatial dependencies, the MG model demonstrates the best
overall performance, regarding number of attackers and
node mobility. The GM model is less vulnerable than the
others for lower number of attackers and high node
mobility, mainly because of rather modest alterations of
direction. The RPGM performs best for larger number of
attackers, but with low node mobility. In a dense network,
with large number of overlapping groups, there is a high
probability that the legitimate senders and the attackers are
located in different groups. This means that the number of
intermediate nodes (and groups) may vary. Consequently,
although the throughput of both legitimate and attack
traffic is rather high, the attack traffic still experiences
higher percentage of lost packets. With high mobility and
in presence of 10 zombies, there is extremely high
percentage of lost packets, regardless of mobility model.
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Fig. 6. Normalized throughput of legitimate traffic, sent to the
target node, for different mobility models (attack duration=20s)

Finally, we observe normalized average end-to-end
(E2E) delay of the legitimate traffic, i.e., the ratio of the
average E2E delay with and without the attack. Table 2
contains simulation results for 20s attacks, in the presence
of 5 and 10 zombies.

Table 2. Normalized average E2E delay of legitimate traffic
under 20s attacks with 5 and 10 zombies

Normalized average E2E delay of legitimate traffic
Model Low mobility High mobility
5 zombies | 10 zombies | 5 zombies 10 zombies
RW 4.02 5.51 7.06 —
MG 2.66 4.52 2.25 3.77
GM 2.46 — 5.69 —
RPGM 345 10.9 13.03 —

Delay performance deterioration is perceived in all
investigated cases, because of two factors: (1) frequent
TCP retransmissions and (2) exhaustive processing of junk
packets at the target node. This is particularly revealed for
high node mobility, except for the MG model, which
outperforms the other models. In the case of all other
models, taking into consideration the results presented in
Fig. 4, the target node is not able to respond to legitimate
traffic, due to crash in the presence of only 10 zombies.
Very high delay values are observed in all situations in
which a large amount of junk traffic is received (and
processed) at the target node. For example, in the network
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with RPGM model and low node mobility, the target node
receives twice more attack packets, in the presence of 10
active zombies, than in the network with MG model.

Possible countermeasures

By using multiple attack sources, the power of a
DDoS attack is intensified and the problem of protection is
made more difficult. Besides, the attackers may use false
source IP addresses and thus additionally complicate their
identification at the target node. These features make IP
source traceback and filtering the attack traffic very
difficult [9].

Our simulation study indicates that MANET intrinsic
features, such as node mobility model and speed, strongly
affect the degree of vulnerability to DDoS attacks.
Therefore, in some hostile MANET settings, there is a
need to protect privacy of node identity and privacy of
motion patterns [12]. For example, nodes might
communicate only on the basis of their current locations.

In the past few years, intrusion tolerance approaches
have gained a strong momentum. They complement
preventive techniques (e.g., firewalls, cryptographic
systems) and reactive techniques (intrusion detection
systems) with mechanisms that afford some essential
network services in the presence of malicious actions.
Examples of such mechanisms include data replication,
redundancy, and content distribution. Joint implementation
of preventive, reactive and intrusion tolerance techniques
is a basic method for building a survivable MANET [17].

Conclusions

Results of our study clearly indicate that the MANET
vulnerability to bandwidth DDoS attacks strongly depends
on the mobility pattern and node speed. The effect of
attack is intensified with the increase of attack duration and
the number of attackers. For all investigated parameters
(pdf, throughput of legitimate traffic and E2E delay), the
MG model is far less vulnerable than the other models,
mainly because of its severe spatial restrictions. The RW
model demonstrates the worst overall throughput of
legitimate traffic. The GM model is highly sensitive to
attack duration. The group model (RPGM) experiences the
highest throughput of legitimate traffic for low mobility
and large number of attackers, but on the count of severely
deteriorated delay performance. The obtained results point
to the need to maintain node anonymity, to protect privacy
of motion patterns, and to apply mechanisms that should
assure network survivability in the presence of attack.

Our future work should be focused towards exploring
different intrusion detection techniques that would help in
reaction to DDoS attacks in MANET environment.
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