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Introduction 
 

The need for development of new approaches for 
defect/fault analysis of VLSI circuit is growing and 
becomes even more important as we move further into the 
sub-micron devices. Yield loss in ICs fabrication and 
testing of the manufactured ICs now are major bottlenecks 
in the production of qualitative VLSI circuits. For instance, 
it is predicted that the test costs for the emerging deep sub-
micron technologies will actually surpass the fabrication 
cost [1,2,4]. When new materials and processes are 
introduced, the new failure mechanisms are appeared and 
different behaviour of faulty circuits caused by defects is 
exhibited. It means that relative success in providing the 
high quality of testing by traditional test generation 
methods and tools cannot be guaranteed. For example, it is 
forecasted that the margin of error for automatic test 
equipment accuracy will be up to 50 percent by the year 
2012 [2,3]. Such situation forces the development of new 
approaches for more precise and more detailed defect/fault 
analysis in VLSI circuits in order to decrease yield loss and 
to improve test quality. 

The necessity of precise and detailed defect/fault 
analysis is explained by the fact that traditional fault 
models (which are used by test developers) become less 
effective. Very popular in the test quality estimation, 
which are widely used by test developers, are stuck-at fault 
models (SAF), e.g stuck-at-0 (SA0) and stuck-at-1 (SA1) 
fault models. These models are used for the test 
preparation for coverage of physical defects in the CMOS 
digital ICs. Unfortunately, traditional SAF model does not 
accurately represent the real physical defects and as a 
result high SAF coverage cannot guarantee high quality of 
testing [5,6]. It is explained by the fact that when the test 
developers use SAF model only, they ignore the real 
behaviour of a gate in CMOS integrated circuit and SAF 
model does not adequately represent the majority of IC 
defects and new failure mechanisms in deep sub-micron 
technologies [6]. To replace abstract fault models like SAF 
by realistic defect models we need more detailed approach 
for defect/fault analysis. 

 
Basics of defect/fault characterisation of standard gates 
 

To be realistic the defect/fault analysis should be 

layout-driven and should take into account the peculiarities 
of ICs physical design. These facts are well known [7-11], 
but unfortunately they are usually ignored in engineering 
practice through problem complexity, i.e. complexity of 
the precise defect/fault analysis for the whole IC. 

Proposed approach is cell-based and is focused on the 
precise defect/fault characterisation of standard CMOS 
gate from industrial cell library. The growth of popularity 
of standard cell-based design guarantees that approach will 
be useful and will not be ignored in engineering practice. 
The probabilistic-oriented approach to the analysis of 
CMOS physical defect is focused on:  
a) precise analysis of gate layout geometry;  
b) defect size distribution and density of physical defects 

obtained on the basis of statistically meaningful 
information; 

c) careful identification of real faulty function from actual 
behaviour of failure circuit; 

d) test-based faults characterisation for finding the best 
sequence of test patterns for all faults detecting.  

In the presented description of complex gate 
characterisation we consider only short and open defect 
types in conductive layers of gate layout, because they are 
the most common fault sources in present-day CMOS 
digital circuits [2,12]. However, the proposed approach can 
be extended to other type of physical defects. 

Two basic destinations of the process of standard 
gates characterisation are defined as follows: this process 
should provide the design for testability (DFT) and design 
for manufacturability (DFM) via the investigation of gates 
from the standard cell library designed by commercial 
VLSI design system, namely CadenceTM design system.   

The process of probabilistic-based defect/fault 
characterisation includes the solution of the next tasks [6]: 
1)  Formation of its own model of the conductive layers of 

gate layout: to do this the output text files generated by 
Cadence Layout Editor (files containing the information 
about conductive layers of gate layout) are processed. 

2)  Estimation of probability of occurrence of shorts 
between nodes and opens in certain branches of a circuit 
graph: to do this the computational experiment with the 
use of critical area model of conductive layer of gate 
layout is carried out for the estimation of probability of 
shorts/opens. 
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3)  Identification of types of faulty functions resulting from 
probable defects of short/open type in a gate: to do this 
the analogue simulation of a gate with introduced short 
or open defect is used. 

4)  Estimation of probability of different faulty functions 
resulting from defects: the vector of probable kinds of 
faulty functions resulting from defects of short/open 
type and the vector of these faults probabilities are 
formed. The list of defects, types of faulty functions 
caused by these defects, and probabilities of occurrence 
of these faults are main results of probabilistic analysis. 

5)  Estimation of the effectiveness of input test patterns for 
detection of faulty functions caused by physical defects: 
to do this the defect coverage table is determined. 

6)  Estimation of optimal sequence of input test pattern for 
defects detection: to do this the usefulness of the test 
pattern is estimated as test pattern possibility to detect 
the greatest number of defects, the sum of probabilities 

of occurrence of which is the highest. 
The probabilistic-based fault characterisation of a 

great number of different standard gates is computational 
expensive, therefore it causes the necessity of automation. 
So, a special software tool has been developed for the 
application of the proposed methodology in engineering 
practice. This software tool is named FIESTA–EXTRA 
(Faults Identification and EStimation of TestAbility by 
EXTRAction of faults probabilities, kinds of faults and 
usefulness of test patterns for faults detection) [14,15]. 
Structurally FIESTA–EXTRA consists of four basic 
components-extractors: a) extractor of probabilities of 
faults (EPF); b) extractor of kinds of faults (EKF); c) 
extractor of the effectiveness/usefulness of test vector 
components (EUT).  

Figure 1 demonstrates the process of complex gates 
defect/fault characterisation for defects of short type [14] 
by the main extractors of FIESTA-EXTRA software. 

 

 
Fig. 1. Process of complex gates characterisation by FIESTA-EXTRA software 
.
Probabilistic analysis of physical defects in gates layout 
 

The main task of the EPF is determination of the 
probabilities of occurrence of shorts and opens caused by 
defects in conductive layers of the gate layout. Defect size 
distribution and density of defects (for a given layer of 
layout) extracted from the fabrication process and 
complete layout of a gate from standard cell library are the 
input data for the process of defects probabilities 
determination. Intermediate output data of EPF are the 
defined values of the probabilities of shorts between 

certain nodes and opens in certain branches of a circuit 
graph. These data are the inputs for extractor of kinds of 
faults where only probable shorts and opens determined by 
EPF will be simulated at transistors level in order to 
identify the types of functional faults. Process of extraction 
of probabilities of defects includes the next techniques: 

Extraction of conductive layers of gate layout. In this 
stage we form the own model of conductive layers of gate 
layout for autonomic functioning of our software  
independently from the commercial VLSI design system 
[14-16]. The model of a conductive layer is formed as the 
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S matrix, each element s i j[ , ]  of which indicates the 
belonging of the area d d× [µm2] to the corresponding 
net of schematic. For each conductive layer S matrices are 
formed by the processing of output text files generated by 
Cadence Layout Editor [14-16]. 

Extraction of critical area. For the estimation of the 
total probability of occurrence of shorts and opens the 
well-known concept of critical area extraction is used [13]. 
Using S matrix model the technique for the estimation of 
the distribution of total critical area for shorts between nets 
and for opens in branches is realized. In this case each 
element of the matrix s i j[ , ]  reflects the belonging of the 
area d d× [µm2] to the corresponding critical area for 
short between certain nets and critical area for open in 
certain branch. Figure 2 demonstrates the extraction of 
critical area for double and triple shorts for certain defect 
radius from the Metal 1 layer of 0.8 µm CMOS Nor2 
complex gate. The extraction of defects including triple 
shorts testifies to the preciseness of the analysis of gate 
layout geometry. 

Extraction of the probabilities of shorts/opens. Using 
the model of critical area, we can determine the probability 
of certain shorts/opens for a given defect radius. In this 
stage of characterisation the total probability of occurrence 
of defects and the distribution of this probability between 
certain shorts/opens on the given defect radius range are 
estimated. To do this the computational experiment is 
carried out with the extraction of the critical area from a 
given layer of layout. For instance, the critical area for 
shorts and opens is a function of the defect radius R. The 
product of defect size distribution and the defined 
probability for a given defect radius Pdf R P RTotal( ) ( )×  
integrated over the range of defect radius is taken as a 
measure of the probability. For example, as the critical area 
for shorts is a function S RCrAr ( )  of defect radius R, the 
total probability of shorts PShTotal  in a certain layer of the 
investigated gate is equal [6]: 

 
Fig. 2. Critical area extraction for shorts from Metal 1 layer. 
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where RStart – one half of a minimum distance between the 

shapes in a certain layer of layout; RStop – statistically well-
founded value of R upper limit; SGtAr - area of the gate, D0 

– real defect density. The probabilities of shorts between 
certain nodes (nets) of a circuit are determined by analogy: 
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where P R R RSh Start Stopi j
( )≤ ≤  is the probability of short 

between i-th and j-th nodes at defect radius range [RStart ÷ 
RStop]; S RCrArij ( )  is a critical area for short between non-

equipotential shapes belonging to i-th and j-th circuit nodes 
in a certain layer of the gate layout. 

The diagram presented in Figure 3 illustrates the 
distribution of the extracted probabilities of shorts between 
circuit nodes in Metal 1 layer for Nor2 gate. 

 
Fig. 3. Distribution of shorts total probability between nodes 
 

On the basis of the extraction of the probabilities of 
shorts/opens we obtain probable defects of short/open 
types and their values of probabilities of occurrence. Only 
these probable defects will be introduced one by one into 
the gate schematic. Then they will be modelled at the 
transistor level for the identification of type of functional 
fault caused by the introduced short or open. 
 
Identification and probabilistic analysis of functional 
faults caused by defects in gate layout 
 

The main problem in this stage of standard gate 
characterisation is to correctly represent the realistic 
behaviour of a faulty circuit in fault model. The behaviour 
of the digital circuit with short or open can be correctly 
represented when we treat this circuit in the same way as 
the analogue circuit. In spite of the purely digital function 
of a gate, we should carry out the analogue simulation of 
the circuit (with introduced short/open) in time domain. On 
the basis of inputs/outputs waveforms obtained from such 
simulation the actual logic function performed by the 
faulty circuit is determined.  

Probable defects and netlist of the circuit extracted 
from the layout form the input data for the extractor of 
kinds of faults. Set of the identified types of functional 
faults is the main output data of this process. Process of 
extraction of kind of faults includes two main sequential 
sub-processes dedicated to the simulation of failure circuit 
and extraction of logic function. 
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Simulation of failure circuit provides the modelling 
of the circuit with the introduced short or open by analogue 
circuit simulator in order to obtain the waveforms, which 
will reflect the influence of defect on the behaviour of 
digital circuit. First stage of this process is the 
representation of the probable short (or open) by low-Ohm 
(or high-Ohm) resistor or resistor with another value and 
its inserting into the netlist of gate schematic. Second stage 
is connected with the use of SPICE simulator for carrying 
out the transient analysis of the circuit with the introduced 
resistor, modelling the physical defect. 

Extraction of logic function. The extraction of failure 
logic function by EKF is based on the detailed analysis of 
waveforms obtained from faulty circuit simulation. This 
process includes: a) automatic formation of the truth tables 
on the basis of input/output waveforms; b) extraction of 
logic function from the obtained truth tables. Special 
attention is paid to the careful processing of the 
input/output waveforms and the extraction of types of 
functional faults for more complex cases. These complex 

cases appear when the result of shorts/opens transforms the 
combinational circuit into sequential one, or provokes the 
timing hazard type fault, or modifies the own logic 
function of the gate into analogue or undetectable function.  

The main results of EKF work are the types of 
functional faults and their values of probabilities of 
occurrence. Example of results obtained by EKF for 
0.8 µm CMOS Nor4 complex gate is given in Table 2 
(logic diagram of Nor4 complex gate is shown in Fig.4.) 

Nor4 complex standard gate:
Q=Not(A+B+C+D)

 
Fig. 4. Logic diagram of Nor4 complex gate. 

Table 1. Identified types of functional faults in Nor4 gate and their probabilities 

Defects of short type 
(shorted Neti&Netj) 

Type of identified functional 
faults caused by defects Probabilities of identified functional faults 

Q&Vdd; Net10&Vss SA1_for_Q 1,25E-09 
Q&Net10 (A+B+D+C) 1,20E-09 

Net9&Vdd not(A+B) 2,21E-10 
Net9&Net10 (((C+D)*not(A+B))+(C*D)) 1,88E-09 
Net8&Vdd not(C+D) 2,83E-09 

Net8&Net10 (((A+B)*not(C+D))+(A*B)) 1,52E-09 
C&Vss not(A+B+D) 2,47E-11 
C&Net9 C*(not(A+B+D)) 1,68E-09 
D&Net9 D*(not(A+B+C)) 1,04E-10 

C&D not((C*D)+A+B) 1,07E-09 
B&Vss not(A+C+D) 1,39E-11 
B&Net8 B*(not(A+C+D)) 2,14E-10 

B&C not((C*B)+A+D) 1,43E-10 
B&D not((D*B)+C+A) 4,41E-10 
A&B not((A*B)+C+D) 3,53E-10 

A&Net8 A*(not(C+B+D)) 9,58E-10 
A&C not((A*C)+B+D) 1,11E-11 
A&D not((A*D)+C+B) 2,00E-10 

A&Vdd; D&Vdd; C&Vdd; Q&Net8; Q&Vss 
Net8&Vss; Q&Net9; Net9&Vss; Net10&Vdd 

SA0_for_Q 1,98E-09 

Test-based defect/fault characterisation 
 
After the kinds of functional faults and their 

probabilities are determined using the EPF and EKF we are 
able to find the components of a test vector for detecting 
these faults. On the basis of the determined values of the 
probability of occurrence of these faults the estimation of 
the effectiveness and usefulness of the test patterns for 
detecting physical defects is possible. It is the process of 
extraction of effectiveness/usefulness of test vector 
components that is realised by corresponding part of 
software – EUT. Depending on the type of the functional 
fault and on the logic function of the gate the fault may be 
detected by several components of test vector. On the 

contrary, some of the components of test vector detect 
several functional faults. We can estimate the effectiveness 
of test vector components for the detection of the 
functional faults. To do this we sum the probabilities of the 
functional faults detected by certain component of test 
vector. Table 2 contains the estimated effectiveness of test 
vector components for defects detecting in Nor4 complex 
gate. 

Considering the fact that in many cases a fault is 
detected by several components of test vector, we use the 
concept of usefulness of test vector components. The 
usefulness of the test vector component depends on its 
ability to detect the greatest number of faults, the sum of 
probabilities of which is the highest on condition that there 



 71

are no faults detected by several components [6]. The 
estimated usefulness of the test vector components in 
defects detecting for Nor4 gate are shown in Figure 5. 

Such estimation of the usefulness of test vector 
components allows to improve the work on the 
development and generation of test cycles and to provide 
high quality of tests. The high quality of test and 

improvement of work of the test developers is provided by 
finding the best sequence of patterns for the detection of all 
faults and by reducing the average length of the sequence 
of patterns to a minimum. The diagrams in Figures 6,7 
show the obtained optimal sequence of test patterns for the 
gates from cell library in 0.8 µm CMOS technology. 

 
 
Table 2. Effectiveness of the test vector components in shorts detection for the Nor4 gate 

 
Test vector 
components Defects detected by component of test vector Effectiveness 

V(0)=0000 A&Net8 A&Vdd B&Net8 D&Net9 D&Vdd C&Net9 C&Vdd Net8&Net10 Net8&Q Net8&Vss 
Net9&Net10 Net9&Q Net9&Vss Net10&Q Net10&Vdd Q&Vss 9,53E-09 

V(1)=1000 A&B A&D A&C A&Net8 Net8&Net10 Net8&Vdd Net10&Q Net10&Vss Q&Vdd 8,31E-09 
V(2)=0100 A&B B&D B&C B&Net8 B&Vss Net8&Net10 Net8&Vdd Net10&Q Net10&Vss Q&Vdd 7,95E-09 
V(3)=1100 Net8&Net10 Net8&Vdd Net10&Q Net10&Vss Q&Vdd 6,79E-09 
V(4)=0010 A&C B&C D&C C&Net9 C&Vss Net9&Net10 Net9&Vdd Net10&Q Net10&Vss Q&Vdd 7,47E-09 
V(5)=1010 Net10&Q Net10&Vss Q&Vdd 2,44E-09 
V(6)=0110 Net10&Q Net10&Vss Q&Vdd 2,44E-09 
V(7)=1110 Net8&Net10 Net10&Q Net10&Vss Q&Vdd 3,96E-09 
V(8)=0001 A&D B&D D&C D&Net9 Net9&Net10 Net9&Vdd Net10&Q Net10&Vss Q&Vdd 6,36E-09 
V(9)=1001 Net10&Q Net10&Vss Q&Vdd 2,44E-09 
V(10)=0101 Net10&Q Net10&Vss Q&Vdd 2,44E-09 
V(11)=1101 Net8&Net10 Net10&Q Net10&Vss Q&Vdd 3,96E-09 
V(12)=0011 Net9&Net10 Net9&Vdd Net10&Q Net10&Vss Q&Vdd 4,54E-09 
V(13)=1011 Net9&Net10 Net10&Q Net10&Vss Q&Vdd 4,32E-09 
V(14)=0111 Net9&Net10 Net10&Q Net10&Vss Q&Vdd 4,32E-09 
V(15)=1111 Net8&Net10 Net9&Net10 Net10&Q Net10&Vss Q&Vdd 5,84E-09 
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Fig. 5. Usefulness of test vector components for physical defects 
detection for Nor4 complex gate 
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Fig. 6. Optimal sequence of test patterns for physical defects 
detection in And2_Nor3 complex gate 
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Fig. 7. Optimal sequence of test patterns for physical defects 
detection in Nan4 complex gate 
 

The results of test-based characterisation of complex 
gates  have been successfully used by test developers for 
hierarchical defect-oriented fault simulation of digital 
circuits. It is shown that using SAF models (which ignore 
the actual behaviour of failure circuit) leads to 
overestimation of test sets quality [6,17]. 
 
Conclusions 
 

According to the above-described process of 
defect/fault characterisation complex gates from any 
industrial standard cell library can be investigated using 
FIESTA-EXTRA software. Such probabilistic and test-
based characterisation allows: - to find optimal sequence of 
test vectors for detecting faults caused by physical defects; 
- to improve the quality of test sets for CMOS circuits, and 
- to increase the VLSI testability by gates layout 
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modification decreasing the probability of occurrence of 
not detectable faults. The precise analysis of gate layout 
geometry and its sensitivity to physical defects provides 
the possibility for layout optimisation aimed at decrease of 
the yield loss resulting from the influence of physical 
defects in manufacturing. 
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 Рассматривается процесс вероятностного описания дефектов и ошибок сложных логических элементов из стандартной 
библиотеки. Основной целью описания дефектов и ошибок является реалистическое представление в моделях ошибки влияния 
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тестирование описании ошибок для нахождения наилучшей последовательности тестовой комбинации для выявления всех 
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