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Introduction 

The volume of unsolicited commercial e-mail 
messages (also called as junk e-mail or spam) transmitted 
by the Internet has reached epidemic proportions 
nowadays. 

According to MessageLabs statistics [1], there was 
only 8% of spam of network e-mail traffic in 2001, 
however it reaches 70% in 2005 and increases 
exponentially showing high insecurity of internet 
technologies. An information security incidents met by 
Lithuanian Internet users are frequent phenomenon too 
according to the questioning made in portal www.delfi.lt. 
Even 78% of Internet service users reported had  problems 
with computer virus. The 63% reported coming across 
spam messages [2]. The computer virus and spam 
phenomena are the largest disasters of communications 
industry giving huge annual loss in profit. They also have 
big potential to penetrate in mobile GSM and UMTS 
networks. In the late of 2005 started mobile virus era.  
There have been registered already 15 different type 
viruses exploiting mobile operating system vulnerabilities 
in 2005, not including variations of them.    

Computer viruses and spaming are closely related. 
Viruses are developed and used as a tool for collecting as 
many as possible e-mail addresses, which are later used as 
correspondence recipients, or even for more evil task. In 
this way, infected workstations are used as mail proxy 
servers for spam distribution.  

The spam messages raise a lot of problems for 
internet service providers and users also. Firstly, junk 
email occupies server storage space and consumes 
network bandwidth, for second, users are pushed to waste 
non-trivial amount of time for identifying and removing 
spam from own computers. 

The best solution for avoiding such discomfort would 
be to develop and refine automatic classifies that can 

distinguish legitimate e-mail from spam accurately and 
efficiently. 

Spam recognition techniques 

For that challenge of technology, many commercial 
and open-source products exist to accommodate the 
growing need for spam classifiers, and a variety of 
techniques have been developed and applied toward the 
problem, both at the network and user levels. 

The simplest and most common approaches are to use 
filters that screen messages based upon the presence of 
common words or phrases common to junk e-mail.  

Other simplistic approaches include blacklisting 
(automatic rejection of messages received from the 
addresses of known spammers) and whitelisting 
(automatic acceptance of message received from known 
and trusted correspondents).  

In practice, effective spam filtering uses a 
combination of these three techniques. The primary flaw 
of the first two approaches is that they rely on  spammers 
by assuming that they will not change their identities or 
alter the style and vocabulary of their sales pitches. 
Whitelisting risks the possibility that the recipient will 
miss legitimate e-mail from a known or expected 
correspondent with a heretofore-unknown address, such as 
correspondence from a long-lost friend. 

A variety of text classifiers have been investigated 
that categorize documents topically or thematically, 
including probabilistic, decision tree, rule-based, example-
based, linear discriminant analysis, regression, support 
vector machine, and neural network approaches.  

However, the problem still exists and there are two 
main reasons of it. First, the effectiveness of any given 
anti-spam technique can be seriously compromised by the 
public revelation of the technique since spammers are 
aggressive and adaptable. Second, recent variations of 
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Naïve Bayesian classifiers have demonstrated high 
degrees of success. In general, these classifiers identify 
attributes (usually keywords or phrases common to spam) 
that are assigned probabilities by the classifier [3,4,5].  

Dataset analysis 

For making up the data set, the first step was to 
classify manually corpus of 2788 legitimate and 1812 
spam emails received over a period of several months. The 
next step was primary text analysis of spam emails using 
MS Word text analysis tools. It enabled to find out what 
kind of spam exploits and techniques are most frequently 
used by spamers to overcome existing text classifiers [7].  

 
Table 1. The Spam exploit techniques.  

Exploit Spam Description 
Word 
Obscuring 

20% Misspelling words, putting words into 
images, etc 

Text Chaff 56% Random strings of characters, random 
series of words, or unrelated sentences. 

Character 
Encoding 10% Phar&#109;acy renders into Pharmacy. 

URL 
Obscuring 17% 

Encoding a URL in hexadecimal, 
hiding the true URL with an @ sign, 
etc. 

Domain 
Spoofing 50% 

Using an invalid or fake domain in the 
from line. 

 

The techniques used by spammers to overcome text 
classifiers are listed in Table 1. It shows that the most 
popular technique to confuse text classifier is Text 
Chaffing. It makes random strings of characters, series of 
words or unrelated sentences.  

On that ground, Spam e-mail dataset was created 
using variety of text attributes consisting most common 
words and characters for spam emails. 

The word appearance frequency in the email body 
text is expressed as percentage of words in the e-mail that 
match the WORD, from the total number of words in e-
mail Equation. 1.  

 [ ].%,100
words

WORD
freq N

n
WORD ⋅=   (1) 

Where: 
nWORD – is number of times the WORD appears in the 

email. 
Nwords – is total number of any words in email.  
The appearances of most common ASCII characters 

in the text is expressed as percentage of characters in the 
e-mail that match CHAR, from the total number of 
characters in e-mail Equation 2. 
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char

CHAR
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where 
nCHAR – is number of CHAR occurrences in the email. 
Nchar – is total number of characters in email.  

In that manner collected 4602 exams, consisting of 57 
attributes as input parameters and one attribute as output 
parameter, acquiring values (1,0), i.e. spam or 

legitimate email. 

Artificial neural net for spam message classification 

We applied a neural network (NN) approach to the 
classification of spam in this paper. The method employs 
attributes comprised from descriptive characteristics of the 
evasive patterns that spammers employ rather than the 
context or frequency of keywords in the messages. We 
will find out which ANN configuration will have the best 
performance and least error to desired output.  

As the mathematical modeling platform we were 
using NeuroDimensios graphical neural network 
development tool NeuroSolutions. According to Neural 
Network theory, for static pattern classification the best 
performance shows the layered feedforward networks, 
called Multilayer Perceptrons (MLPs), typically trained 
with static backpropagation. Their main advantage is that 
they are easy to use, and that they can approximate any 
input/output map. The key disadvantages are that they 
train slowly, and require lots of training data. 

ANN configuration and training 

We had built different complexity MLP nets, to find 
out the most efficient structure, starting from simplest one 
– with 27 input nodes (giving 27 word and character 
attributes) , ending – with structure having 57 input nodes, 
and with different complexity of hidden layer for each 
case as also [7]. 

The generated data set was randomly split into three 
mixed groups: a training set (n=3220), a cross validation 
set (n=690), and a test set (n=690). For MLP training used 
training exams and for cross validation used cross 
validation exams.  

For current modeling is used a log-sigmoid learning 
function keeping the ANN output to a continuous range 
between zero and one. It is more convenient as the dataset 
flags a spam email as being one and a non spam email as 
zero (values outside this range are unwanted).  

The actual values of the mean squared error (MSE) 
using training and cross validation data set of the different 
structures MLP nets are showed in the following figures, 
and best training results of actual net structure are given in 
following tables.  

 

MSE versus Epoch
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Fig. 1. MSE of training data set relation to epoch number of 
ANN having structure 27-20-1 (27 inputs, 20 nodes in 
hidden layer and 1 output node). 
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Table 2. Best networks 27-20-1 training results. 

Best Networks Training Cross Validation 
Epoch # 498 495 
Minimum MSE 0,170491369 0,202818488 
Final MSE 0,170892393 0,203013452 
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Fig. 2. MSE of training data set relation to epoch number of 
ANN having structure 41-10-1. 

 
Table 3. Best networks 41-10-1 training results. 

Best Networks Training Cross Validation 
Epoch # 484 491 
Minimum MSE 0,128083285 0,12947799 
Final MSE 0,130594041 0,130826076 
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Fig. 3. MSE of training data set relation to epoch number of 
ANN having structure 57-20-1. 
 

Table 4. Best networks 57-20-1 training results 

Best Networks Training Cross Validation 
Epoch # 496 498 
Minimum MSE 0,097554186 0,128668806 
Final MSE 0,098899114 0,129372457 

 

From given tables it is obvious that after 500 training 
epoch the best result gives net, having structure 57-20-1 
responding minimum MSE=0,098 and best cross 
validation data MSE value too. 

Testing ANN 

The trained ANNs during the testing stage is 
presented with the testing set (n=690), the dataset, which 
the ANN has not yet “seen” before. So the testing stage 
will show how many of the emails are correctly identified. 
This is done by comparing the actual result of the ANN to 
the target result contained in the testing set. This will be 

the basis for most of the analysis, optimizing the use of 
ANN.  

The relative success of spam filtering techniques is 
determined by measuring of precision on the testing data 
sets. Spam precision is defined as the percentage of 
messages classified as spam that actually are spam. 
Likewise, legitimate precision is the percentage of 
messages classified as legitimate that are indeed legitimate 
and false parameters as also.  

The recognition capability of the ANN as precision 
parameter is described by confusion matrix, giving the 
most actual parameters: False positive – Legitimate 
message classified as Spam and False negative – Spam 
classified as Legitimate e-mail. 

In following tables presented testing results of each 
ANN structure.  

 
Table 5. 27-20-1 ANN’s structure Confusion Matrix and 
performance  
Output / Desired Legitimate Spam  Legitimate Spam  
As legitimate  387 46 89,17 % 17,97 % 
As Spam 47 210 10,83 % 82,03 % 
Performance 

MSE 0,1046 
 

Table 6. 41-10-1 ANN’s structure Confusion Matrix and 
performance 
Output / Desired Legitimate Spam  Legitimate Spam  
As legitimate  399 36 94,55 % 13,43 % 
As Spam 23 232 5,45 % 86,57 % 
Performance 

MSE 0,0694 
 
Table 7. 57-20-1 ANN’s structure Confusion Matrix and 
performance 
Output / Desired Legitimate Spam  Legitimate Spam  
As legitimate  403 25 94,82 % 9,43 % 
As Spam 22 240 5,18 % 90,57 % 
Performance 

MSE 0,0597 
 

Comparing the results of confusion matrixes, we can 
consider that ANN which was trained using 57 email 
parameters, produced the lowest number of 
misclassifications, giving the lowest False positive = 5,18 
% and False negative = 9,43 % values, for a total of 
22+25 misclassified emails.  

Conclusions 

The recognition capability of the ANN is found to be 
good, but because of a low but nonzero false spam 
recognition rate (real messages erroneously classified as 
spam) the ANN is not suitable for use alone as a spam 
rejection tool. In fact any nonzero false positive spam 
detection rate is unacceptable, since the rejected email 
could be important message for recipient.  

False identification of legitimate email is worse than 
receiving spam message, so the filter that yields false 
positive is not suitable. However there is no sense to 
increase the text parameters number, because the 
difference of classification precision considering false 
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positive value between 41 and 57 input nets is minimal. 
The ANN, unlike the statistical classifier, is possible 

to train with additional input parameters related not only 
to text, but implementing pattern recognition also, 
especially when most today’s spam messages are not even 
included with unsolicited text which allows quickly 
recognize spam using ANN identifying keywords, but 
uses graphical media as attachment to normal text e-mail. 

Strategies that apply a combination of techniques, 
such as a NN with a whitelist, pattern recognition would 
yield better results. 
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