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Introduction

In the recent past, there has been an enormous
amount of development in internet technology. There has
been significant development both in internet access
methodology and applications using internet. With the
development of high speed wireless access devices, mobile
internet access is fast becoming popular.

An airplane could be considered as a network that is
on the move. While the basic mobile IP suit can support
single host mobility, this basic form cannot support the
network mobility. In order to support network mobility, the
mobile network should be equipped with a mobile router
(MR). The MR is similar to the mobile node except that
the MR should also perform the routing functionality. The
extensions to the basic mobile IP to support network
mobility also propose using two tunnels, one for the MR
itself and the second one for the nodes attached to the MR.
While mobile IP offers basic mobility support, it does not
guarantee any form of security and quality of service for
mobile node/network traffic. Security and quality of
service can be provided by using additional protocols that
are external to mobile IP (Fig. 1).

The aircraft can use many different communication
mechanisms like terrestrial links, wireless links or satellite
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Fig. 1. Information system data flow diagram
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links to provide internet connectivity when in flight. Using
satellite links is the most viable mechanism because of its
high reliability, bandwidth availability and large
geographic area coverage. Using satellite links reduces the
number of handoffs required by the aircraft data network
(ADN) when the aircraft is in the air.

Over the past decade, there has been a tremendous
growth in the communication field. From the initial
communication systems based on radio technology that
were mainly used for communication between the pilot and
the ground station, today aircrafts use satellite based
communication systems that could be used for advanced
flight control and passenger benefits. The current
broadband communication systems (satellite
communication systems) provide a bandwidth to the order
of 8 Mb/s to 10Mb/s.

Communication networks within the airplanes bring
out a lot of new possibilities. Along with providing
Internet access to the passengers, the communication
network could also be used to enhance flight safety and
flight control. Some airline manufacturers have gone one
step further and are planning to use data networks to
connect the flight components. While this enables an easier
control system, it involves some possible security and
safety issues.
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Safety enhancements

Providing internet access to airplanes when they are

airborne opens up many possible service opportunities.
Some of them are related to flight security and some are of
commercial in nature. Below is a list of some of the
possible service features that can be deployed in an internet
enabled airplane (Fig. 2):

using the internet access gateway as a beacon device —
when an airplane is airborne, it is very important for
the administration to keep a track of the position of the
airplane. Typically, air traffic control keeps track of
the flight position using transponders that detect a
radio signal from the air route traffic control center or
terminal radar control centers and respond with an
amplified signal specifying crucial flight data
including flight speed and height information.
Although this system works efficiently, it is possible to
turn  off the transponder with the existing
implementation. In fact, the pilot activates the
transponder once the flight is airborne. This poses
serious security threats as a hijacker, knowing the
mechanism, can turn off the transponder and break the
communication between the ground station and the
airborne flight,

download of flight critical data in real-time — the black
box plays an important role in retrieving important
data from a crashed airplane. A black box constitutes
two parts:

o cockpit voice recorder (CVR),
o flight data recorder (FDR).

As the name suggests, the CVR unit records the voice

activity inside the cockpit and the FDR records the trivial
data (like flight speed, altitude, temperature, etc.) related to
the flight. Most of the black boxes that are used in today’s
airplane are either made of magnetic tapes or solid-state
memory boards. The magnetic tape based black boxes are
being phased out and most of the solid-state memory board
based black boxes. With the existing computer hardware
technology, it is possible to use a high capacity storage
device within the airplane. This storage device can be
connected to a server and also to the traditional black
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box/sensor network. One of the main advantages of using a
server with the storage device attached is that the server
can mirror all the flight data to the ground station in real-
time. This helps the ground station to monitor the flight

status/health and assist the

flight crew in disaster

situations,

real-time video surveillance — flight safety is one of
the most widely discussed topics in the aviation
industry today. With the existing video compression
standards, it is possible to transmit the video signals to
the ground station in real-time. This enables the
ground station to monitor the in-flight activities during
abnormal situations and make appropriate decisions.
This also helps the ground crew to be prepared in the
case of medical emergencies,

remote controlling — in remote situations where the
flight crew is compromised or is unable to control the
flight due to some unforeseen reasons, the ground
station could enable remote controlling of the flight so
that flight could be landed safety on the ground. This
feature will be helpful in the event of hijacks or
medical emergency.

Aviation security requirements

Along with safety, the avionics subsystem must also
possess sufficient security provisioning for a successful
deployment. Adoption of open standards for data networks
has further increased the security concerns. In addition,
care must be taken about security requirements while
achieving interoperability between various systems within
the airplane (Fig. 3).

In any network system, there are three basic security
requirements that need to be addressed. They are

confidentiality,

authentication and integrity. Data

confidentiality ensures the privacy of the end users and
protects their data from spoofing. Similarly data integrity
ensures that the data sent by the end user is not modified
by any malicious element in the network. Authentication is
one of the most important factors in network security as it
controls access to the network resources. Authentication
ensures that only valid users have access to the network
resources.



Fig. 3. Structure of dispatching center
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In addition to the above requirements, an airplane
network needs additional security in terms of separation
between various network segments. The control network
has to be protected from unauthorized access. The requires
the control network to be separated from the passenger
network. Also the passenger network resource usage needs
to be monitored and controlled. This requires the passenger
network to be connected to a gateway that performs both
the monitoring and controlling function in addition to
providing Internet access.

Security Issues

The security issues involved with airplane network
can be broadly classified into two categories (Fig. 4):
external,
internal.

The external security issues are mostly related to the
external link connecting the airplane network with the
ground station and to the protocol used to provide mobility
support. The airplane network could be connected to the
ground station by either satellite links or wireless links,
depending on the location of the airplane. While the
airplane is airborne, it could use either a satellite link or
terrestrial link to connect to the ground station. If the
airplane is within the range of a wireless access point, it
could even use wireless media to connect to the external
world. Each of these media has security issues associated
with it.

Avionics subsystem design

The main requirements of the avionics subsystem are
high determinism and low response time. Different layer 2
technologies like Ethernet, ATM, fibre channel could be
considered to provide such a high determinism and low
response time. Ethernet is one of the strongest contenders
for connections between various flight sub systems and is
also mentioned in standard.

Avionics data network design

Security and quality of service are the two important

parameters that need to be considered while designing the
aviation data networks. The quality of service here does
not reflect the quality of service requirements of the end-
user applications, but it represents the requirements of the
avionics subsystem itself (Fig. 5).
One of the major security requirements of aviation data
networks is the separation of different network subsystems.
An aviation data network could possibly contain three
major network segments namely a control network, crew
network and passenger network. As the names suggest, the
control network predominantly consists of avionics
components. The crew network is used by the flight crew
for monitoring purposes and the passenger network enables
internet connectivity for the passengers.

In order to protect the control network from
unauthorized access and security attacks, it is necessary
that the control network is separated from rest of the
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aviation data networks. The separation can either be logical
or physical.

The network activity monitoring/controlling server
could be built in line with an intrusion detection system
(IDS). However, unlike normal IDS, the network activity
monitoring/controlling server can make decisions based on
the data feed from many sources including the cabin voice
recorder and surveillance equipment placed at strategic
locations within the flight. The server could potentially
control all the active forwarding devices. Depending upon
the network activity and the security status of the aviation
data network, the server can reconfigure the active devices
and facilitate control network traffic during emergency
situations.

Conclusion

Data network enabled aircrafts have opened up a new
set of service opportunities. At the same time, they have
also introduced several security threats that need to be
addressed. These security threats can originate from
outside the airplane or from within the plane.

This paper and research has been supported by
MSMT grant N°. CEZ: 6840770014.
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R. Volner, P. Bores. Duomeny perdavimo tinklai aviacijoje / Elektronika ir elektrotechnika. — Kaunas: Technologija, 2005. —
Nr. 6(62). — P. 22-26.

Duomeny perdavimo tinklai placiau taikomi aviacijoje léktuvo judéjimui sekti ir pagalbai suteikti. RySiui, taip pat ir rySiui su
keleiviais ,uztikrinti daugelis aviacijos priemoniy kiiréjy stengiasi optimaliai léktuve i§déstyti tinklus. Duomeny tinklas léktuve ir
galimybé keleiviams juo naudotis jpareigoja imtis tam tikry saugos priemoniy ir kartu padidina saugumo tikimybeg. Turint internetini
rysi 1ektuve, veiksmai jame gali biiti kontroliuojami ir valdomi realiu skrydzio laiku i§ Zemés stoties. Tai pat, naudojant bangos ploc¢io
palydovini rysj, kritiniai skrydzio duomenys gali bati perduodami { tarnybing stoti Zeméje realiu skrydzio laiku ar periodiskai, ir tai
leidzia kontroliuoti skrydzio eiga

Informaciniy technologijuy (IT) laiméjimai, taip pat su vartotojy poreikius gauti greita informacija nulémé didelg internetiniy tinkly
plétra pastarajame deSimtmetyje.

Integruotos saugos sistemy struktiira reikalauja grieztai laikytis { rySio saugumo léktuve reikalavimy. Paprastai léktuve biina trijy
tipy rysSys: keleiviy tinklas, jgulos tinklas ir kontrolinis tinklas. Saugos taisyklés reikalauja, kad Sios trys rySio grupés biity atskirtos ir
kad $iy reikalavimy bty laikomasi. Il. 5, bibl. 4 (angly kalba; santraukos lietuviy, angly ir rusy k.).

R. Volner. P. Bores. Aviation Data Networks // Electronics and Electrical Engineering. — Kaunas: Technologija, 2005. — No.
7(63). — P. 22-26.

Aircraft data networks are fast becoming more of a necessity due to their support for user mobility. Many aircraft manufacturers are

planning to deploy data networks within their airplanes and provide internet connectivity to their passengers. While a data network
within the aircraft and passenger access to it causes some security concerns, it open up some safety enhancement opportunities. With
internet connectivity within the airplane, the activity within the airplane can be monitored in real-time from the ground station. Also,
using the high bandwidth satellite links, the flight critical data could be downloaded to a server in the ground station in real-time flight
or periodically, thereby enabling real-time flight status monitoring.
The information technology (IT) revolution, combined with people’s need to access information quickly, has resulted in the explosive
growth of the Internet in the past decade. An integrated security framework requires a careful consideration of the security features of
the network within an airplane. Potentially, the aircraft could consist of three kinds of networks namely passenger network, crew
network and control network. The security protocol implemented must ensure a proper separation of these networks and also watch for
any security protocol violations. Ill. 5, bibl. 4 (in English; summaries in Lithuanian, English and Russian).

P. Boanep, I1. bopemi. ABHannoHHbIe ceTH NepeIadyu JaHHbIX // DJIEKTPOHHKA U dj1eKTpoTexHnka.— Kaynac: Texnosorus, 2005.
— Ne 7(63). — C. 22-26.

B nocnennee Bpems ceTu nepenadd JaHHBIX B aBHAIIMU MPHOOPETAIOT BCe OONBIIYIO 3HAYMMOCTH IS CIICKEHUS IEPEIIBIDKCHUS U
OKa3aHUsl MOMOIIM MoTpeduTemo. YToObl rapaHTUPOBATh CBSA3b, B TOM YHCJIE U C MACCAXKUPAMH, MHOTHE KOHCTPYKTODPBI CTaparoTCs
OINTHUMAJILHO PACIIPE/IeNIUTh CETH CBA3U B CaMoJIeTaX. DTU CETH B CaMOJIETe U BO3MOXKHOCTb [TACCAKUPAM UMH T0JIb30BAThCS 00S3bIBAIOT
00paTHThCsl K HEKOTOPHIM OXPAaHHBIM MepaM U TEM CaMbIM YBEJIMYUBAIOT caMy 0e30macHOCTh mojera. [Ipy HaluYuu MHTEPHETHOM
CBSI3M B caMoJjeTe, JCHCTBUS B HEM MOTYT INOJBEPraThCsi KOHTPOIIO M yHpapieHHIO ¢ 3emiu. C IOMOIIBIO CATEJUIMTHOH CBS3H,
KPUTHYECKUE JTaHHbBIE MOJIeTa MOTYT OBITh MEpelaHbl B 3€MHOH cepBep B peajbHOE BpeMs IOJieTa WM MEPHOJMYECKH, TEM CaMbIM
c03/1aBasi BO3MOXKHOCTb KOHTPOJIMPOBATH X0 MOJIETA.

Joctmxenns B obmactu umHpopMannoHHbIX TexHoioruit (IT), BMecre ¢ mMOTPeOHOCTHIO MONYYUTH CPOYHYIO HH(OPMAIHIO,
Hpeapenig ObICTPOe Pa3BUTHE HHTEPHETHBIX CETel B MOCIIEIHEE IECATUIIETHE.

HHTerpupoBaHHble OXpPaHHBIE CETH TPEOYIOT CEpPbe3HOr0 OTHOLIeHHs K Oe3omacHocTH nosera. OObIYHO B caMoJIeTe HaXOAUTCS
CBSI3b TPEX THUIIOB: CBSA3b C MACCAKUPAMH, CBSI3b MKy WICHAMHU DKUIIaXa U KOHTPOJIbHAS CBsI3b ¢ 3eMileil. [IpaBuia oxpaHbl TpeOyIoT,
4yTOObI 5T THIBI ObUTH pa3fieeHbl U He Hapywmanuck. M. 5, 6ubi. 4 (Ha aHrIIMHCKOM si3bIKe; peepaTsl Ha JIMTOBCKOM, aHITIMHCKOM H
PYCCKOM 53.).
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